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Key Points

» The U.S. Department of the Treasury's Office of Foreign Assets Controls (OFAC)
recently published guidance that describes the framework for an effective Sanctions
Compliance Program (SCP). In its guidance, OFAC makes clear that an effective
SCP can, in situations where OFAC determines a civil penalty will be assessed,
mitigate the penalty assessed.

* OFAC's compliance framework, as set forth in its recent guidance, distills five
"essential components of compliance" that should form the basis of all SCPs.

* Does your OFAC SCP measure up? We encourage you to try our two-minute self-
assessment tool* to find out.

The U.S. Department of the Treasury’s Office of Foreign Assets Controls (OFAC)
recently published guidance that describes the framework for an effective Sanctions
Compliance Program (SCP). In its guidance, OFAC makes clear that an effective SCP
can, in situations where OFAC determines a civil penalty will be assessed, mitigate the
penalty assessed.

The issuance of this new guidance provides companies with an opportunity to evaluate
their SCPs in light of OFAC’s expectations and highlight areas where enhancements
to existing SCPs could help further mitigate sanctions-related risks. In addition to
providing guidance on what should now be considered essential elements of SCPs,
the guidance is also instructive for companies assessing whether their own SCPs
comply with covenants in their financing agreements, requiring them to institute and
maintain compliance policies and procedures reasonably designed to ensure
compliance with sanctions.

Akin Gump has created a two-minute self-assessment tool two-minute self-
assessment tool! to help you evaluate the extent to which your compliance program
addresses the key elements described in OFAC’s new guidance. Try it to gauge how
your compliance program measures up. Read on to learn more about OFAC's recent

Contact Information

If you have any questions
concerning this alert, please
contact:

Kimberly Myers
Counsel
kmyers@akingump.com
Washington, D.C.

+1 202.887.4423

Shiva Aminian

Partner
saminian@akingump.com
Los Angeles

+1 310.552.6476

Mahmoud Baki Fadlallah
Partner
mfadlallah@akingump.com
Dubai

+971 4.317.3030

Nnedinma Ifudu Nweke
Partner
nifudu@akingump.com
Washington, D.C.

+1 202.887.4013

Thomas J. McCarthy
Partner
tmccarthy@akingump.com
Washington, D.C.

+1 202.887.4047

Wynn H. Segall

Partner
wsegall@akingump.com
Washington, D.C.

+1 202.887.4573


mailto:kmyers@akingump.com
mailto:saminian@akingump.com
mailto:mfadlallah@akingump.com
mailto:nifudu@akingump.com
mailto:tmccarthy@akingump.com
mailto:wsegall@akingump.com
https://app.keysurvey.com/f/1409906/1717/
https://app.keysurvey.com/f/1409906/1717/
https://www.treasury.gov/resource-center/sanctions/Documents/framework_ofac_cc.pdf
https://app.keysurvey.com/f/1409906/1717/
https://app.keysurvey.com/f/1409906/1717/

guidance, the root causes associated with apparent violations and the OFAC’s
alignment with recent Department of Justice (DOJ) guidance.

Summary of OFAC Guidance
Essential Components of Compliance

OFAC'’s compliance framework, as set forth in its recent guidance, distills five
“essential components of compliance” that should form the basis of all SCPs:

Senior * Senior management reviews/approves the SCP; delegates sufficient authority to compliance
Management personnel to enforce the SCP; provides sufficient resources, manpower, and expertise to enforce
g_ the SCP; promotes a “culture of compliance” throughout the organization; and takes appropriate
@l lnlli=es  corrective steps to respond to apparent violations of sanctions.

= The company has completed a holistic review of its operations to identify potential sanctions risks,
Risk including, as applicable, an evaluation of risks posed by its clients/customers, products, services,
supply chain, intermediaries, counter-parties, transactions, and geographic locations. The company
AEEEEEINIENIE  engages in sanctions diligence during the on-boarding process for counterparties and in the context
of mergers and acquisitions.

» The company has written policies and procedures outlining the SCP that (1) are tailored to the
company's operations, (2) address risks identified during risk assessments, (3) are communicated
to relevant personnel, and (4) are integrated into the company's business processes. The company
also conducts internal/external audits of its internal controls, ensures appropriate recordkeeping,
and adjusts internal controls as new risks or deficiencies are identified.

* The company has an independent auditing function that (1) is accountable to senior management,
(2) employs testing and auditing of the company’s procedures and internal controls in a manner that

Testing and
Auditing reflects the company's risk profile, and (3) implements corrective actions to remediate compliance
deficiencies, including providing training to relevant personnel, as needed.

* The company provides compliance training to appropriate employees and other stakeholders that is
specifically tailored to the company's operations, counterparties, and geographic regions. The
company also provides training with a frequency that is appropriate to the company'’s risk and also
provides easily accessible resources and materials to applicable personnel.

Training

While OFAC continues to emphasize that companies should implement and maintain a
risk-based SCP based on a number of factors, “including the company’s size and
sophistication, products and services, customers and counterparties, and geographic
locations,” the guidance document provides concrete examples of terms that should

be considered for inclusion to achieve an effective SCP.

Root Causes of Apparent Violations

In the guidance, OFAC provides a list of “root causes” associated with apparent
violations of sanctions in an effort to alert persons subject to U.S. jurisdiction of the
common scenarios in past enforcement actions, as well as to assist in designing,
updating, and amending SCPs. OFAC notes that this list of deficiencies is non-
exhaustive, and we recommend that companies review past OFAC enforcement
actions in detail when considering specific issues that may arise.

OFAC broadly outlines the following root causes as the most common ones for
breaches of U.S. sanctions:
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OFAC Root Causes of

What does this mean for my compliance program?

Sanctions Violations

Lack of a Formal OFAC
SCP

Maintain written SCP policy and procedures
Regularly review and update SCP and related
procedures.

Misinterpreting,
or Failing to

Understand the
Applicability, of

Understand U.S. touchpoints (e.g., status as a U.S.
person, a U.S.-owned or controlled subsidiary,
dealings in or with U.S. persons, the U.S. financial
system, or U.S. origin goods and technology).

OFAC's Note: The applicability of OFAC regulations to foreign

Regulations subsidiaries varies. Seek advice if there is
uncertainty as to the applicability of OFAC's
regulations to a foreign entity or person.

Facilitating Ensure that any entity or person with a nexus to the

Transactions by Non- U.S. (e.g., U.S.-based headquarters, locations, or

U.S. Persons personnel, or U.S. persons wherever located) does

(Including Through or
By Overseas
Subsidiaries or
Affiliates)

not refer business opportunities or otherwise facilitate
dealings involving non-U.S. locations and sanctioned
territories and persons, unless specifically reviewed
and determined to be compliant with OFAC
regulations.

Exporting or Re-
exporting U.S.-origin,
Goods, Technology,
or Services to OFAC-
Sanctioned Persons
or Countries

Evaluate transactions for warning signs that the
Goods, Technology, or Services may be re-exported,
transferred or sold to a person, country or region
subject to OFAC sanctions.

Note: Enforcement activity in this area has been
focused on large sophisticated companies as well as
companies that have engaged in repeated conduct,
ignored red flags, utilized non-routine business
practices, and willfully/recklessly concealed their
activity.

Utilizing the U.S.
Financial System, or
Processing Payments
to or through U.S.
Financial Institutions,
for Commercial
Transactions Involving
OFAC-Sanctioned
Persons or Countries

Ensure transactions involving U.S. financial
institutions are compliant with OFAC regulations.
Note: Enforcement activity in this area has been
focused on companies that have engaged in
repeated conduct, ignored red flags, utilized non-
routine business practices, and willfully/recklessly
concealed their activity.

Sanctions Screening
Software or Filter
Faults

Update sanctions screening software periodically.
Ensure relevant data points are screened (e.g.,
SWIFT Business Identifier Codes).

Employ “fuzzy logic” to identify alternative spellings
(e.g., Habana v. Havana).

Improper Due Diligence
on Customers/Clients
(e.g., Ownership,
Business Dealings,
etc.)

Investigate:

— ultimate beneficial ownership of third parties

— geographic locations, including locations of
counter-parties

— business transactions

De-Centralized
Compliance Functions
and Inconsistent
Application of an SCP
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Provide adequate and consistent oversight for
employees with compliane responsibilities.
Establish formal escalation process to review high-
risk customers and transactions.

Audit implementation of the SCP.
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Utilizing Non-Standard < Evaluate transactions to confirm payment and other
Payment or terms conform with industry norms and practices.
Commercial Practices

Individual Liability * Educate employees on the SCP, their individual
responsibilities, and potential penalties, including
individual liability.

OFAC and DOJ Compliance Aligned and Focused on Effectiveness

The new OFAC guidance is generally aligned with recent guidance published by the
DOJ Criminal Division on corporate compliance programs. The DOJ guidance is
formulated around three inquires:

 Is the compliance program well designed?
* Is the compliance program being implemented effectively?

* Does the compliance program work in practice?

As suggested by the inquiries above, the DOJ guidance contains an explicit focus on
“effective” implementation of the compliance program, suggesting an intent to look
behind paper policies and procedures.

OFAC similarly focuses on effectiveness, noting that whether parties have an
“effective” SCP may be considered both in its determination of whether a violation of
sanctions is egregious or non-egregious, a determination which significantly impacts
the potential size of a penalty, and in its consideration of aggravating and mitigating
factors which result in an upward or downward adjustment of the penalty. In other
words, if a violation occurs, the existence of an effective SCP may lower both the
applicable base penalty, because OFAC considers the existence of an SCP when
determining whether a case is “egregious” or “non-egregious,” and the actual penalty
assessed because OFAC may consider an effective SCP to be a mitigating factor that
would support a downward deviation from the base penalty once the “egregious”/“non-
egregious” determination is made.

OFAC can consider the EFFECTIVENESS of the
SCP when making the “egregious” determination

Non-Egregious and Egregious and
Voluntarily Disclosed Voluntarily Disclosed

One-half Transaction Value One-half of the
(with certain caps) Applicable Statutory Maximum

OFAC
Base Penalty
Matrix

Egregious and
NOT Voluntarily
Disclosed

Applicable Statutory
Maximum

OFAC can consider the SCP as an AGGRAVATING or MITIGATING factor
and adjust the base penalty in any quadrant upwards or downwards.
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So, What Should | Do?

* Review your SCP — If you have one, update it, and ensure it includes all of the
elements included in the Guidance; if you don’t have one, now is the time to create

one.
* Make sure your SCP is:

— Risk-based — Consider whether your sanctions compliance policies and
procedures are tailored to your risk profile. If you are not sure of your sanctions
risk profile, conduct a risk assessment.

— Implemented — Consider the resources dedicated to this important function;
review operational procedures and work instructions that describe the nuts and
bolts of how to comply; consider an audit of your SCP.

— Responsive — Consider whether your SCP is nimble and responsive to changes

in regulations and guidance.
1 The self-assessment tool is for informational purposes only and does not constitute legal advice. Your results
are not determinative of whether you have had violations of U.S. sanctions laws and regulations. It is
understood that the use of this self-assessment and/or the submission of your contact information, shall not

establish an attorney-client relationship between you and Akin Gump. Your results are not determinative of
whether you have had violations of U.S. sanctions laws and regulations.
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