
The Journal of Robotics,  
Artificial Intelligence & Law

COURT
PRESS

FULL®

R A I L

Volume 4, No. 4 | July–August 2021

Editor’s Note: AI Developments 
Steven A. Meyerowitz

National Security Commission on Artificial Intelligence Final Report Prioritizes U.S. Global Competition, 
Conflict Preparation, and Enhanced Protection of Privacy and Civil Liberties
Katherine Sheriff and K.C. Halm

Advancing America’s Dominance in AI: The 2021 National Defense Authorization Act’s AI Developments
Jonathan M. Baker, Adelicia R. Cliffe, Kate M. Growley, Laura J. Mitchell Baker, and  
Michelle D. Coleman 

FDA Releases Action Plan for Artificial Intelligence/Machine Learning-Enabled Software as a Medical 
Device
Nathan A. Brown, Christin Helms Carey, and Emily I. Gerry

Deepfake Litigation Risks: The Collision of AI’s Machine Learning and Manipulation
Erin M. Bosman, Christine E. Lyon, Michael Burshteyn, and Benjamin S. Kagel

FBI Warns Companies of “Almost Certain” Threats from Deepfakes
Matthew F. Ferraro, Jason C. Chipman, and Benjamin A. Powell

Prepare for the Impending Wave of Facial Recognition Technology Regulation—Before It’s Too Late
David J. Oberly

Considerations in Machine Learning-Led Programmatic Underwriting
Scott T. Lashway, Christopher A. Lisy, and Matthew M.K. Stein

Making Safer Robotic Devices 
William D. Kennedy, James D. Burger, and Frank A. Bruno

OFAC Settles With Digital Currency Services Provider for Apparent Violations of Multiple Sanctions 
Programs
Gustavo J. Membiela and Natalia San Juan 

Report on ExamSoft’s ExamID Feature (and a Method to Bypass It)
Gabe Teninbaum

Current Developments: AI Research, Crypto Cases Make News
Victoria Prussen Spears 

Everything Is Not Terminator: The AI Genie Bottle
John Frank Weaver



RAILThe Journal of Robotics, 
Artificial Intelligence & Law

Volume 4, No. 4 | July–August 2021

 239 Editor’s Note: AI Developments 
  Steven A. Meyerowitz

	243	 National	Security	Commission	on	Artificial	Intelligence	Final	Report	
Prioritizes	U.S.	Global	Competition,	Conflict	Preparation,	and	Enhanced	
Protection	of	Privacy	and	Civil	Liberties

	 	 Katherine	Sheriff	and	K.C.	Halm

	251	 Advancing	America’s	Dominance	in	AI:	The	2021	National	Defense	
Authorization	Act’s	AI	Developments

	 	 Jonathan	M.	Baker,	Adelicia	R.	Cliffe,	Kate	M.	Growley,	 
Laura	J.	Mitchell	Baker,	and	Michelle	D.	Coleman	

	255	 FDA	Releases	Action	Plan	for	Artificial	Intelligence/Machine	 
Learning–Enabled	Software	as	a	Medical	Device

	 	 Nathan	A.	Brown,	Christin	Helms	Carey,	and	Emily	I.	Gerry

	261	 Deepfake	Litigation	Risks:	The	Collision	of	AI’s	Machine	Learning	and	
Manipulation

	 	 Erin	M.	Bosman,	Christine	E.	Lyon,	Michael	Burshteyn,	and	 
Benjamin S. Kagel

	267	 FBI	Warns	Companies	of	“Almost	Certain”	Threats	from	Deepfakes
	 	 Matthew	F.	Ferraro,	Jason	C.	Chipman,	and	Benjamin	A.	Powell

	271	 Prepare	for	the	Impending	Wave	of	Facial	Recognition	Technology	
Regulation—Before	It’s	Too	Late

	 	 David	J.	Oberly

	277	 Considerations	in	Machine	Learning-Led	Programmatic	Underwriting
	 	 Scott	T.	Lashway,	Christopher	A.	Lisy,	and	Matthew	M.K.	Stein

	283	 Making	Safer	Robotic	Devices	
	 	 William	D.	Kennedy,	James	D.	Burger,	and	Frank	A.	Bruno

	289	 OFAC	Settles	With	Digital	Currency	Services	Provider	for	Apparent	
Violations	of	Multiple	Sanctions	Programs

	 	 Gustavo	J.	Membiela	and	Natalia	San	Juan	

	293	 Report	on	ExamSoft’s	ExamID	Feature	(and	a	Method	to	Bypass	It)
	 	 Gabe	Teninbaum

	301	 Current	Developments:	AI	Research,	Crypto	Cases	Make	News
	 	 Victoria	Prussen	Spears	

	311	 Everything	Is	Not	Terminator:	The	AI	Genie	Bottle
	 	 John	Frank	Weaver



EDITOR-IN-CHIEF

Steven A. Meyerowitz
President, Meyerowitz Communications Inc.

EDITOR

Victoria Prussen Spears
Senior Vice President, Meyerowitz Communications Inc.

BOARD OF EDITORS

Miranda Cole
Partner, Covington & Burling LLP

Kathryn DeBord
Partner & Chief Innovation Officer, Bryan Cave LLP

Melody Drummond Hansen
Partner, O’Melveny & Myers LLP

Paul B. Keller
Partner, Allen & Overy LLP

Garry G. Mathiason
Shareholder, Littler Mendelson P.C.

Elaine D. Solomon
Partner, Blank Rome LLP

Linda J. Thayer
Partner, Finnegan, Henderson, Farabow, Garrett & Dunner LLP

Edward J. Walters
Chief Executive Officer, Fastcase Inc.

John Frank Weaver
Attorney, McLane Middleton, Professional Association



THE JOURNAL OF ROBOTICS, ARTIFICIAL INTELLIGENCE & LAW (ISSN 
2575-5633 (print) /ISSN 2575-5617 (online) at $495.00 annually is published 
six times per year by Full Court Press, a Fastcase, Inc., imprint. Copyright 
2021 Fastcase, Inc. No part of this journal may be reproduced in any form—by 
microfilm, xerography, or otherwise—or incorporated into any information 
retrieval system without the written permission of the copyright owner. For 
customer support, please contact Fastcase, Inc., 711 D St. NW, Suite 200, 
Washington, D.C. 20004, 202.999.4777 (phone), 202.521.3462 (fax), or email 
customer service at support@fastcase.com. 

Publishing Staff
Publisher: Morgan Morrissette Wright
Journal Designer: Sharon D. Ray
Cover Art Design: Juan Bustamante

Cite this publication as:

The Journal of Robotics, Artificial Intelligence & Law (Fastcase)

This publication is sold with the understanding that the publisher is not engaged 
in rendering legal, accounting, or other professional services. If legal advice or 
other expert assistance is required, the services of a competent professional should 
be sought.

Copyright © 2021 Full Court Press, an imprint of Fastcase, Inc.

All Rights Reserved.

A Full Court Press, Fastcase, Inc., Publication

Editorial Office

711 D St. NW, Suite 200, Washington, D.C. 20004
https://www.fastcase.com/ 

POSTMASTER: Send address changes to THE JOURNAL OF ROBOTICS, 
ARTIFICIAL INTELLIGENCE & LAW, 711 D St. NW, Suite 200, Washington, 
D.C. 20004.

mailto:support@fastcase.com
https://www.fastcase.com/


Articles and Submissions

Direct editorial inquiries and send material for publication to:

Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 
26910 Grand Central Parkway, #18R, Floral Park, NY 11005, smeyerowitz@
meyerowitzcommunications.com, 646.539.8300. 

Material for publication is welcomed—articles, decisions, or other items of interest 
to attorneys and law firms, in-house counsel, corporate compliance officers, 
government agencies and their counsel, senior business executives, scientists, 
engineers, and anyone interested in the law governing artificial intelligence and 
robotics. This publication is designed to be accurate and authoritative, but neither 
the publisher nor the authors are rendering legal, accounting, or other professional 
services in this publication. If legal or other expert advice is desired, retain the 
services of an appropriate professional. The articles and columns reflect only the 
present considerations and views of the authors and do not necessarily reflect 
those of the firms or organizations with which they are affiliated, any of the former 
or present clients of the authors or their firms or organizations, or the editors or 
publisher.

QUESTIONS ABOUT THIS PUBLICATION?

For questions about the Editorial Content appearing in these volumes or reprint 
permission, please contact: 

Morgan Morrissette Wright, Publisher, Full Court Press at mwright@fastcase.com 
or at 202.999.4878

For questions or Sales and Customer Service:

Customer Service
Available 8 a.m.–8 p.m. Eastern Time
866.773.2782 (phone)
support@fastcase.com (email)

Sales
202.999.4777 (phone)
sales@fastcase.com (email)
ISSN 2575-5633 (print)
ISSN 2575-5617 (online)

mailto:smeyerowitz%40meyerowitzcommunications.com?subject=
mailto:smeyerowitz%40meyerowitzcommunications.com?subject=
mailto:mwright@fastcase.com
mailto:support%40fastcase.com?subject=
mailto:sales@fastcase.com


Robotics, Artificial Intelligence & Law / July–August 2021, Vol. 4, No. 4, pp. 255–260.
© 2021 Full Court Press. All rights reserved. 

ISSN 2575-5633 (print) / ISSN 2575-5617 (online)

FDA Releases Action Plan for 
Artificial Intelligence/Machine 
Learning–Enabled Software as a 
Medical Device 
Nathan A. Brown, Christin Helms Carey, and Emily I. Gerry*

The U.S. Food and Drug Administration has released its first “Artificial 
Intelligence/Machine Learning–Based Software as a Medical Device Action 
Plan.” The authors of this article discuss the Action Plan and a contemplated 
Predetermined Change Control Plan comprised of two elements (Software 
as a Medical Device Pre-Specifications and an Algorithm Change Protocol), 
and offer takeaways and next steps.

After much anticipation, the U.S. Food and Drug Administra-
tion (“FDA”) has released its first “Artificial Intelligence/Machine 
Learning (‘AI/ML’)-Based Software as a Medical Device (‘SaMD’) 
Action Plan” (“Action Plan”).1 The Action Plan builds on, and 
addresses stakeholder feedback from, a proposed AI/ML regula-
tory framework published in 2019. While this Action Plan sets in 
motion a series of concrete steps to build the fundamental regu-
latory structure for this technology, it remains only an early step 
toward the agency’s vision of a new regulatory approach to AI/ML. 

The particular regulatory question the agency is contending 
with is rather discrete and quite technical: for a medical device that 
is stand-alone software developed through AI/ML, what type of 
validation is required to support the software’s safety and effective-
ness, particularly as it is subject to modification and adaptation? 
Ultimately, the FDA, and likely Congress, will need to grapple with 
how the agency can obtain an appropriate assurance of safety and 
effectiveness for a method of development that is so complex and 
stretches the agency’s traditional methods of review. 

This new approach, as applied to SaMD, will then need to be 
extended to the growing number of applications of AI/ML for SaMD 
embedded within a physical medical device. Many of the concepts 
that the FDA is evaluating in this Action Plan as means of helping 
to assure safety and effectiveness for AI/ML also have resonance for 
other advanced and fast-evolving technologies other than software.
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Background

In April 2019, the FDA published the “Proposed Regulatory 
Framework for Modifications to Artificial Intelligence/Machine 
Learning (AI/ML)–Based Software as a Medical Device (SaMD)—
Discussion Paper and Request for Feedback.”2 The discussion 
paper described a potential framework for premarket review of AI/
ML-driven modifications to SaMD. This framework centers on a 
contemplated “Predetermined Change Control Plan” comprised of 
two elements: (1) Software as a Medical Device Pre-Specifications 
(“SaMD SPS”), and (2) an Algorithm Change Protocol (“ACP”). 
The first element, SaMD SPS, identifies the types of modifications 
the software will undergo. The second element, the ACP, refers to 
how the sponsor will assess and control the potential risks relating 
to the modifications made by the algorithm via AI/ML.

In January, the FDA published the Action Plan based on feed-
back to the discussion paper and in recognition of the public health 
need to facilitate and oversee AI/ML-based medical device software. 
The Action Plan sets forth five next steps, discussed in more detail 
below, that the agency plans to take as AI/ML-based SaMD evolves:

 ■ Continuing to develop its own proposed regulatory frame-
work for draft guidance on a predetermined change control 
plan for software learning.

 ■ Supporting Good Machine Learning Practices for evalu-
ation of ML algorithms.

 ■ Enabling a more transparent patient-centered approach.
 ■ Developing new methods to evaluate and improve ML 

algorithms.
 ■ Creating new pilots to enable real-world performance 

(“RWP”) monitoring.

The FDA Will Publish Draft Guidance on the 
Predetermined Change Control Plan in 2021

The FDA notes that it received general support for its Predeter-
mined Change Control Plan model. A change control plan would 
allow manufacturers to specify in advance certain modifications to 
the AI/ML-based SaMD as it learns and changes over time. Based 
on “strong community interest,” the FDA plans to publish draft 
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guidance in 2021. The draft guidance will include discussion of 
how to ensure the SaMD algorithms are safe over time, a concern 
that many commenters raised, and will detail which elements to 
include in the change control plan pre-specifications and ACP to 
ensure continued safety and effectiveness. The FDA will also focus 
on additional areas of interest to stakeholders, such as refining the 
appropriate types of modifications under the framework and nar-
rowing in on specifics for “focused review” of the Predetermined 
Change Control Plan.

The FDA Will Hold a Public Workshop on How 
Device Labeling Supports Transparency and 
Enhances Trust in AI/ML-Based Devices

Many comments to the discussion paper described the chal-
lenge of labeling and the need for the FDA to clarify transparency 
requirements around AI/ML-based devices. In particular, stake-
holders expressed the need for a manufacturer to describe “data 
that w[as] used to train an algorithm, the relevance of its inputs, 
the logic it employs (when possible), the role intended to be served 
by its output, and the evidence of the device’s performance.”

To safeguard transparency in AI/ML software, in October 
2020, the FDA held a Patient Engagement Advisory Committee 
(“PEAC”) devoted to AI/ML to gather information about what 
factors impact patient trust in these technologies. The FDA plans 
to hold a public workshop to share what it learned and elicit broad 
input on how device labeling increases transparency, and will con-
sider input in making decisions about information to include in 
labeling requirements.

The FDA Will Support Piloting of Real-World 
Performance Monitoring of AI/ML-Based SaMD

In the discussion paper, the agency noted that in order to over-
see AI/ML-based SaMD across its total product life cycle, it would 
be necessary to collect and monitor real-world data. Real-world 
data collection and monitoring allows manufacturers to under-
stand how products are used, identify areas of improvement and 
respond to safety and usability concerns, thereby mitigating risk. 
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Comments to the paper sought more specificity and direction in 
the area of RWP monitoring.

As part of the Action Plan, the FDA plans to support the pilot-
ing of RWP monitoring on a voluntary basis, in collaboration with 
other FDA programs focused on real-world data. The FDA foresees 
that evaluations performed during RWP monitoring will allow for 
the development of thresholds and performance evaluations for AI/
ML-based SaMD, particularly in regard to safety and usability. In 
the future, we expect a legislative ask to support a pre-certification 
concept for AI/ML, similar to the voluntary program piloted for 
certain digital health software. Assuming it would resemble the 
current pre-certification pilot, such a program would be intended 
to leverage real-world performance to provide streamlined regula-
tory oversight of AI/ML-based SaMD.

The FDA Will Harmonize GMLPs Development

In the discussion paper, the FDA used the term “Good Machine 
Learning Practices” to describe a list of AI/ML best practices, includ-
ing data management, feature extraction, training, interpretability, 
evaluation, and documentation. In comments, stakeholders sup-
ported the development of best practices and requested that the FDA 
work with other groups to harmonize the efforts to develop GMLPs. 

The FDA has participated in a number of domestic and interna-
tional working groups, associations, and consortia, and the agency 
intends to continue to deepen these relationships while ensuring 
that the FDA Medical Device Cybersecurity Program is part of 
these collaborations. We expect the FDA to continue to flesh out 
the framework and ultimately develop industry standards, based on 
third-party recognized standards, to support GMLPs, which under 
current law would need to be established as an aspect of existing 
Quality Systems requirements under 21 C.F.R. Part 820.

The FDA Will Continue to Support Scientific 
Efforts to Evaluate and Address Algorithmic  
Bias and Improve Algorithmic Robustness

The FDA recognizes that AI/ML systems, which are developed 
and trained from historical data sets, are very vulnerable to bias. 
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Factors such as race, ethnicity, and socioeconomic status impact 
health care delivery and may therefore be reflected in algorithms. 
As such, the FDA is supporting scientific efforts to develop ways 
to evaluate AI/ML-based medical software across the country, 
including at FDA Centers for Excellence in Regulatory Science and 
Innovation (“CERSIs”) at the University of California San Fran-
cisco, Stanford University, and Johns Hopkins University. The FDA 
intends to continue to develop and expand these efforts.

Takeaways and Next Steps

Although the Action Plan proposes many comprehensive 
actions to develop the regulatory framework for AI/ML, it is 
largely a road map to future policy changes that will be articu-
lated through multiple guidances. It remains to be seen to what 
degree this Action Plan can continue to be implemented in a 
SaMD silo. An increasing array of SaMD also relies on AI/ML, 
and the regulatory requirements for software updates to these 
devices would also benefit from clarity.

The FDA’s plan to issue draft guidances suggests the agency 
has determined it has sufficient authority to implement the 
core elements of its Action Plan, such as predetermined change 
protocol plans. Indeed, it has included change protocol concepts 
in certain device clearances and approvals already. At the same 
time, however, the FDA has informally indicated a desire for 
additional statutory authority to supports its overall regulatory 
approach for AI/ML. 

The Verifying Accurate and Leading-Edge IVCT Development 
(“VALID”) Act legislation, which would revamp the regulation 
of in vitro clinical tests, including many types of diagnostic 
software, features similar concepts of approved change protocols 
and technology-based approvals. If enacted, this framework 
would potentially pull a significant portion of SaMD—that is 
used for diagnostic purposes—into a new statutorily authorized 
framework.

The FDA remains interested in feedback as it works to imple-
ment the Action Plan and will continue to engage with industry 
stakeholders and agency actors in a harmonious approach. The 
public docket established for the Proposed Regulatory Frame-
work for Modifications to AI/ML remains open for comment.3
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Notes

* Nathan A. Brown (nabrown@akingump.com) is a partner at Akin 
Gump Strauss Hauer & Feld LLP focusing on food and drug law and health 
care reimbursement and regulatory issues. Christin Helms Carey is a former 
counsel at the firm. Emily I. Gerry (egerry@akingump.com) is an associate 
at the firm.

1. https://www.fda.gov/media/145022/download. 
2. https://www.fda.gov/media/122535/download. 
3. FDA-2019-N-1185, available at https://www.regulations.gov/

docket?D=FDA-2019-N-1185. 
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