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I. Introduction

There has been a significant shift in the nature and quality 
of securities class actions, from traditional accounting fraud 
cases predicated on allegedly misstated financial statements, 
to non-accounting cases based on adverse news and events.

Understanding this shift is important for public companies 
and their directors and officers so that they can better assess 
and mitigate risks, and better manage what they say (or do 
not say) in their public filings and statements, and in response 
to an event.

II. The changing landscape

In 1996, there were 7,439 U.S. publicly traded companies.2 
That number declined to 4,697 by 2006, and to 3,616 by 
2017.3  In addition, the number of reissuance restatements 
filed by public companies has declined for the eleventh 
year in a row, with only 10% of the number of reissuance 
restatements in 2017 that existed in 2006.4 These numbers 
might suggest that shareholder class actions should also be 
on the decline. 

On the contrary, 2017 was a near record year for securities 
class action filings.5 Indeed, the likelihood that a public 
company will be sued in a securities class action in any given 
year has risen from 3.5% in 2014 to around 8.5% at the end of 
the first half of 2018.6 

While the chance of a public company and its directors 
and officers being sued for alleged securities violations is 
on the rise, studies show that there are fewer and smaller 
settlements, and the highest number of dismissals and 
withdrawals since the early 2000s.7  

The explanation for these numbers lies in the shift in the 
nature of securities class actions from traditional accounting-
based allegations related to revenue recognition, improper 
allowance for losses, delayed asset impairment, or other 
violations of generally accepted accounting principles, to 
those filed in response to adverse company events, such as 
a data security breach, sexual harassment allegations, an 
explosion, allegations that a drug or product has side effects 
or caused injury, or a regulatory investigation or enforcement 
action.8 

The inherent problem in all event-driven securities litigation 
is that just because something bad happened does not mean 
that the company or its directors and officers committed 
fraud. Because many of these events relate to business 
or operational risks that are known or already subject to a 
company’s risk disclosures, many of the event-driven suits are 
based on the tenuous theory that the occurrence or the event 
upon which the case is based was the materialization of an 
under-disclosed or downplayed risk.
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These non-financial misstatement cases based on adverse 
events are generally weaker than traditional accounting 
misstatement cases and have a higher dismissal rate 
than financial misstatement cases, with the dismissal rate 
approaching 60%.9 While greater likelihood of dismissal 
provides some comfort, not all cases are dismissed, and 
even those that are dismissed come with significant cost and 
disruption to a company.

Notably, these event-driven cases have been litigated 
disproportionately by a group of firms that until 2009 had 
a very small share of the federal securities class action 
market, but whose share has increased substantially since 
then from 6% of all filings to over 40%.10 These firms do 
not have relationships with the major institutional investors 
and, therefore, have little chance of controlling larger cases 
involving financial irregularities. As a result, they focus on 
cases involving adverse events that institutional investors do 
not typically bring.11 Moreover, since event-driven litigation 
often follows personal injury or consumer cases, securities 
plaintiffs’ firms that bring event-driven cases can often “free 
ride” on the discovery in those cases. As such, the higher 
dismissal rates of event-based securities class actions are 
unlikely to deter future, similar filings as these plaintiffs’ firms 
have few options of which cases to file. 

However, through examination of some of the recent event-
based litigation, public companies and their directors and 
officers can mitigate the risks of suit, or bolster chances of 
early success.

III. Examples of significant event-driven securities 
litigation

A. Cyber security
In Willis Towers Watson’s 2018 Management Liability 
(Directors and Officers) U.S. Survey, cyber-related risks were 
by far the greatest concern to directors and officers.12 While 
consumer litigation has become common following a data 
breach, investor suits have generally been limited to sporadic 
derivative suits alleging that the company’s board failed 
to properly oversee the company’s cyber risks. Those few 
derivative suits that were filed over the last several years have 
generally been dismissed early in the case. However, since 
2017, there have been at least nine direct (not derivative) 
federal class action securities fraud cases filed after data 
security incidents. Unlike many of the prior derivative actions, 
disclosures of the breaches were accompanied by drops in 
stock price. 

In cyber event-driven securities litigation, generally, a 
company’s stock price drops after disclosure of either 
a data breach or an alleged data security vulnerability. 
Plaintiffs allege that the pre-breach public disclosures did 
not adequately disclose the risk of a data security incident, 
or that the company overstated its cyber security-related 
strengths or capabilities. Often, it is also alleged that the 
company withheld or was too slow in disclosing a breach 
after it was detected.

These cases present the question of whether an alleged 
failure to disclose a specific security vulnerability is 
actionable where the company has disclosed, as a general 
matter, the potential risks connected to a data or security 
breach. Companies should watch the current cyber security 
related cases closely as they may provide helpful guidance 
on crafting appropriate disclosures about the range of data 
security risks a company faces. In addition, when faced with a 
breach or security issue, companies must balance competing 
interests of timely disclosures to the market with making 
sure that they take the necessary time to investigate so that 
the disclosures are accurate. Documenting that process in a 
thoughtful way is critical to combatting allegations of delay.

Additionally, in February 2018, the U.S. Securities and 
Exchange Commission (SEC) issued a statement and 
interpretive guidance to assist public companies in preparing 
disclosures about cybersecurity risks and incidents.13

In light of the current litigation climate and the SEC’s 
interpretive guidance, management should conduct a review 
of the company disclosure processes and procedures, and 
review risk factor disclosures to make sure they match the 
company’s actual risk and are not boilerplate disclosures of 
cyber-related risks.

B. Alleged sexual harassment or abuse
A number of recent cases have alleged securities law 
violations or breaches of fiduciary duty based on sexual 
harassment or sexual abuse allegations.14 The claims are 
predicated on the alleged failure of companies to address or 
disclose a systemic culture of sexual harassment or abuse 
by executives and others. Shareholders claim that, when 
the conduct was finally disclosed, they were damaged by 
the avalanche of lawsuits that could have been avoided or 
minimized, fleeing talent and damage to good will.
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Directors and officers should ensure that the company: (1) 
takes all allegations of sexual misconduct seriously and 
conducts a thorough, unbiased, investigation — potentially 
with independent outside investigators; (2) obtains legal 
advice about whether the allegations of sexual misconduct 
or the internal investigative findings should be disclosed, 
particularly if they involve high-level employees or systemic 
sexual misconduct; and (3) reviews, and is mindful of, its 
relevant public statements, including risk factor disclosures, 
regarding the company’s compliance with applicable law and 
internal ethics standards to avoid unnecessarily triggering 
a potential duty to disclose, and to determine if and when 
disclosure is required.

C. Explosions or environmental disasters
The largest class action settlement in 2017 was by BP p.l.c. 
over the Deepwater Horizon explosion. BP was alleged to 
have misstated the effectiveness of its safety procedures 
prior to the spill, creating an impression that the risk of a 
catastrophic failure was lower than it was. 

In a somewhat older case (but based on a similar theory) 
against Massey Energy in 2010, the parties settled a case 
brought following a mine explosion that killed two and later 
produced a criminal conviction of Massey’s CEO. Plaintiffs 
alleged that Massey made false and misleading statements 
during the class period about its commitment to safety and 
safety initiatives, including through its public campaign on 
“safety over production” that touted its safety improvement 
initiatives to investors.

These cases present issues similar to those in the cyber 
security cases about how specific disclosures should be 
regarding particular risks.

D. Bribery or corruption cases
Civil suits are frequently filed after company announcements 
of the beginning of a bribery investigation or enforcement 
action. While most of these cases are unsuccessful, a few are 
noteworthy.

In the highly publicized In re Petrobras Securities Litigation,15 
the driving force behind the litigation was when Brazilian 
newspapers reported that Brazilian federal police had 
arrested a retired executive as part of a crackdown on 
black-market money laundering. Petrobras did not mention 
the incident explicitly in its annual report filed the following 
month, saying only that it was conducting routine internal 
investigations into certain issues. The litigation centered on 
allegations that Petrobras had concealed this bribery and 
kickback scheme from investors. Petrobras eventually agreed 
to pay $2.95 billion.16

In 2015, the United States Supreme Court decided Omnicare, 
Inc. v. Laborers Dist. Council Constr. Indus. Pension Fund 
and found that a statement of opinion that the company 
“believed” itself to be in compliance with the law could be 
materially misleading if investors assumed that this statement 
implied that the company had made a procedurally adequate 
investigation to support its views. Omnicare stated in its 
public filings that (1) “[w]e believe our contract arrangements 
with other healthcare providers, our pharmaceutical 
suppliers and our pharmacy practices are in compliance 
with applicable federal and state laws;” and (2) “[w]e believe 
that our contracts with pharmaceutical manufacturers are 
legally and economically valid arrangements that bring value 
to the healthcare system and the patients that we serve.” 
Both statements were accompanied by cautionary language 
that governmental entities, both through words and legal 
action, had taken issue with certain of these practices, and 
that the legal landscape could therefore change in the future. 
When Omnicare’s stock price fell after a federal raid on the 
company to seize evidence, the earlier statement of opinion 
as to compliance with the law was used by plaintiffs to show a 
misleading statement or omission. The Supreme Court found 
Omnicare’s omissions actionable, stating, “to avoid exposure 
for omissions…an issuer need only divulge an opinion’s basis, 
or else make clear the real tentativeness of its belief.”17

Recently, lawsuits also have been filed against companies 
based on disclosures related to FCPA investigations, or the 
execution of search warrants by government agencies.

The best defense against these cases, besides complying 
with the law, is to be sure to document the basis for any 
statements that management believes the company is in 
compliance with the law. 

E. Products causing health risks
Several cases have been filed that include allegations against 
pharmaceutical and medical device companies alleging that 
there were undisclosed health risks caused by products and 
that shareholders were harmed when this information was 
eventually disclosed. 

For example, in 2011, the United States Supreme Court held 
in Mattrix Initiatives, Inc. v. Siracusano18 that materiality could 
be alleged by omission and that even though adverse reports 
about Zicam Cold Remedy and the loss of sense of smell 
were not statistically significant, the possible association was 
still material because independent medical researchers had 
begun to sound the alarm.



4   The rise in event-driven securities litigation — Why it matters to directors and officers

Similarly, another recent case started with a news report 
about documents unsealed in personal injury litigation, which 
plaintiffs claimed showed that the company knew for some 
time that its products could cause health issues. Plaintiffs’ 
allegations relied on a press release issued by personal injury 
lawyers who had sued the company. 

IV. Tips for directors and officers to minimize 
and mitigate the risk of event-driven securities 
litigation

1. Reevaluate public statements about the effectiveness of 
your practices. Whether related to a technology company’s 
data security practices, an energy company’s safety practices 
or a pharmaceutical company’s drug risk disclosures, 
plaintiffs are increasingly asserting the same underlying 
theory that companies had “under-disclosed” risks. Even 
where a risk may have been identified, plaintiffs argue that 
the disclosure downplayed its likelihood or the ramifications if 
materialized. While it may not be prudent to draft doomsday 
disclosures for all specific risks and outcomes, no matter 
how small, taking a fresh, critical look at risk disclosures is a 
prudent way to ensure that if a suit is brought, a company is 
not relying on boiler plate disclosures, and is not caught off 
guard having made dated statements that no longer provide a 
complete picture, or statements without basis.

2. Ensure all affirmative statements have support. As 
we see from the Omnicare case, even benign statements, 
such as a company stating its belief that it is complying 
with the law, will be challenged in the current environment if 
there are later allegations of wrongdoing. Ensure that for all 
statements, the company conducted a procedurally adequate 
investigation to support its views. 

3. Ensure your insurance coverage does not have gaps. 
Some claims, like those involving sexual harassment or 
abuse, or harmful drug defects, may be based on conduct 
that occurred long in the past. Companies need to make sure 
that, as policies are renewed, there are no gaps in coverage 
and that their existing policies will cover any claims that may 
arise based on past acts/events. Standard policies may not 
be sufficient in all cases, so directors and officers need to 
explore whether existing coverage or riders are necessary to 
mitigate these risks.

V. Conclusion

Given the changing landscape, there is no silver bullet that 
directors and officers of public companies can employ to 
ward off all securities litigation but following these steps 
will make it harder for plaintiffs to target companies and will 
strengthen their defenses. 
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