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Major Boost for Standard Contractual Clauses
Challenged by the Schrems 2.0 Case, But More
Uncertainty for the Privacy Shield

By Mark Dawkins, Jenny Arlington, and Rachel Claire Kurzweil

Advocate General Saugmandsgaard Qe, one of the Advocate Generals of the Court of
Justice of the European Union, provided his legal opinion stating that the analysis
of the questions put to the Court has disclosed “nothing ro affect the validity” of
standard contractual clauses, which are widely used to transfer personal data outside
the European Union. The opinion, however, casts significant doubts on the validity of
the Privacy Shield. The authors of this article discuss the opinion and its implications.

Last year, the Court of Justice of the European Union (“CJEU”) heard a case
brought by privacy rights activist Max Schrems, challenging the validity of standard
contractual clauses (“SCCs”), which are widely used to transfer personal data outside
the European Union." On December 19, 2019, in an eagerly anticipated develop-
ment, Advocate General Henrik Saugmandsgaard Qe provided his legal opinion (the
“AG Opinion”), which although not binding, is significantly influential.

The AG Opinion states that the analysis of the questions put to the CJEU has
disclosed “nothing to affect the validity” of SCCs. This is a welcome development for
businesses transferring personal data globally, but it is not the final word. The ruling of
the CJEU, who sat in its 15-judge Grand Chamber which only occurs in respect of
particularly complex or important cases, is now equally, if not more, eagerly anticipated.

In addition, the future of the Privacy Shield remains uncertain, especially as the AG
Opinion, although setting out the analysis in the alternative (having indicated that
answers to these questions are not necessary), casts significant doubts on the validity of

the Privacy Shield.

BACKGROUND

Following a finding by the CJEU on October 6, 2015, that the EU-U.S. Safe
Harbor agreement did not adequately protect personal data according to EU law,>

" Mark Dawkins is a partner at Akin Gump Strauss Hauer & Feld LLP handling complex cross-border
litigation, civil fraud cases, investor and funds litigation and disputes related to financial restructuring.
Jenny Arlington is counsel at the firm representing a wide range of clients in high-value, complex
international arbitrations and cross-border commercial litigations, with particular expertise in cyberse-
curity and privacy matters. Rachel Claire Kurzweil is an associate at the firm providing advice on regulatory
issues and privacy related compliance to clients in the health care sector. The authors may be reached at
mark.dawkins@akingump.com, jarlington@akingump.com, and rkurzweil@akingump.com, respectively.

Y C-311/18, Data Protection Commissioner v. Facebook Ireland Limited, Maximillian Schrems (“Schrems IT).

2 C-362/14 Maximillian Schrems v. Data Protection Commissioner (“Schrems I').
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ScHrEMS 2.0: CONTRACTUAL CLAUSES & THE PRIVACY SHIELD

organizations across the world reportedly relied upon and adopted SCCs as an alter-
native mechanism for cross-border transfer of personal data. Max Schrems, a privacy-
rights activist, filed a complaint before the Irish Data Protection Commissioner (“Irish

DPC”), challenging the use of SCCs by Facebook.

In a lawsuit brought by the Irish DPC against Facebook Ireland Limited, the Irish
High Court made a “reference” to the CJEU, which is a procedure under EU law
where the national court seeks clarification of EU law questions from the CJEU. There
were 11 questions referred to the CJEU regarding the access, use, and retention of data
in the United States, with eight of the questions concerning SCCs and the remaining
three concerning the Privacy Shield. The hearing in the CJEU’s Grand Chamber was
on July 9, 2019.

THE AG OPINION ON SCCs
The first question analyzed by the Advocate General (“AG”) was on the scope of EU

data privacy laws, against the backdrop that the protection of national security is
outside the competence of the EU (under Article 4(2) of the Treaty of the European
Union). The question arose whether EU data privacy laws applied to the transfer of
personal data under SCCs, if such data were transferred outside the EU to a third
country and processed there by the third country’s authorities for the purposes of
national security. The AG Opinion confirmed that EU law applied to such a transfer,
where that transfer formed part of a commercial activity, it being immaterial that the
transferred data might undergo further processing intended to protect the national
security of the third country.

The next question that the AG addressed was what level of protection of the
fundamental rights of data subjects should be ensured, in order for personal data to
be transferred out of the EU on the basis of SCCs. One of the ways in which personal
data can be transferred outside the EU in compliance with the GDPR is if the
controller or processor has provided appropriate safeguards.” The AG Opinion
confirmed that those safeguards may be provided by SCCs.

The final set of questions that the AG addressed was in relation to the impact which
the laws of the third country might have on the validity of SCCs. In particular, the
issue raised was that the safeguards provided by the SCCs may be reduced or indeed
eliminated, when/if the laws of the third country imposed obligations that were
contrary to the requirements of the SCCs.

The AG found that the fact that the SCCs were not binding on the authorities
of third countries did not render SCCs invalid. Rather, whether SCCs were a
valid mechanism for data transfers outside the EU depended on whether there were

3 Article 46, GDPR.
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“sufficiently sound mechanisms” to enable the data transfer to be suspended or ceased

if/fwhen SCCs were breached or rendered impossible to fulfil.

The AG analysis showed that there were indeed mechanisms in the SCCs, including
in Clause 5, under which the data transfer could be suspended. In addition, the data
protection authorities across the EU had wide ranging (and investigative) powers,
including to suspend any personal data transfer if they concluded that the SCCs
were not being complied with. It followed that the SCCs provided a valid mechanism
to transfer personal data outside the EU.

THE AG OPINION (IN THE ALTERNATIVE) ON THE PRIVACY SHIELD
In light of his conclusion on the validity of SCCs, the AG stated that there was no

need for the CJEU to consider the remaining questions referred to it. Some of those
questions concerned the so-called Privacy Shield, i.e., the EU Commission’s decision
that the United States afforded an adequate level of protection for data transferred
pursuant to the EU-U.S. Privacy Shield.

Although the AG confirmed that the resolution of the dispute in Schrems II did
not require the CJEU to determine the validity of the Privacy Shield, he provided
detailed analysis “in the alternative” on its validity. In particular, the AG doubted
the conformity of the Privacy Shield decision with the requirements of Article 45(1) of
the GDPR (that is, that the third country offers an adequate level of protection),
in particular in light of the European right to respect for private life and the right to
an effective remedy and whether U.S. laws provide essentially equivalent levels of
protection.

For example, the AG explained that in the Privacy Shield decision, the European
Commission stated that the U.S. legal system contained a number of deficiencies in the
judicial protection of individuals, which would be compensated by the establishment
of an Ombudsperson under the Privacy Shield. The analysis of the AG, however, led
him to state that the mechanism of the Ombudsperson, in its current form, did not
provide compensation for the limitations under U.S. law.

CONCLUSION AND NEXT STEPS

The AG Opinion on SCCs is a welcome development for businesses transferring
personal data globally. However, it is not the final word. The CJEU typically issues its
judgments three to six months following the publication of the AG Opinion.
A decision in Schrems I is expected in the first half of this year. Following the
CJEU’s ruling, the Irish High Court will be tasked with disposing of the case before
the domestic court in accordance with the CJEU’s judgment. Thus, there are a few

hurdles ahead before the SCCs could finally be in the clear.
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The future of the Privacy Shield remains uncertain. It is an open question whether
the CJEU would provide answers to the questions concerning the Privacy Shield; if it
follows the AG’s recommendation, it might stop short of addressing these (the AG
provided his opinions on those in the alternative).

For now, while the matters crystallize, we would recommend that if businesses have
a choice, they should consider using other available mechanisms rather than relying on
the Privacy Shield for personal data transfers from the European Union to the United
States.
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