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The unprecedented response by the United States and other allied and partner countries to 

Russia's continued and brutal invasion of Ukraine has created an opportunity for a core group of 

allies to create a new multilateral export control regime!) The need for an additional regime is urgent 

because, although the four primary multilateral export control regimes have and will continue to serve 

an important role in nonproliferation-related issues, these regimes are unable to address contemporary 

common security and human rights issues 2) Creating a new regime may take many years to complete, 

but useful preliminary steps can be undertaken now. 

In the meantime, our view is that the allied countries should establish standards for the legal 

authorities and resources that a domestic export control agency needs to implement and enforce 

plurilateral controls — i.e., controls outside the scope of the existing regimes. The creation and then 

implementation of such standards are necessary regardless of one's view about the types of new 

controls that should be created to address issues pertaining to the People's Republic of China (PRC), 

Russia, or other countries of concern. Benefiting from lessons learned over the past year, the export 

control systems of U.S. allied countries need to be much nimbler. They also need have far more policy 

and enforcement resources given the complexity and seriousness of contemporary issues. 

1. https://www.nytimes.com/2022/03/16/business/economy/us-exports-russia-ukraine.html 

2. https://www.bis.doc.gov/index.php/policy-guidance/multilateral-export-control-regimes 
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I. Background 

Export controls were once a relatively obscure regulatory compliance area focused on non-

proliferation objectives. They are now at the center of the geopolitical universe and daily news 

coverage, particularly with respect to issues involving China and Russia.3) Before diving into the 

geopolitics at play, let us first be clear on what export controls are. Export controls are the rules that 

govern: 

(i) the export, reexport, and transfer 

(ii) by domestic and foreign persons 

(iii) of commodities, technology, software, and, in some cases, services 

(iv) to destinations, end users, and end uses 

(v) to accomplish national security and foreign policy objectives.4)

It falls to the government in question to decide which items, end uses, and end users should be 

controlled based on the identified national security and foreign policy issues at stake. The common 

security issues and human rights issues of the United States and other close allies have evolved 

considerably since the creation of the current multilateral export control structure established in 

the 1990s. Thus, the export control systems of the United States and allied countries should evolve 

accordingly. 

lI. Two Reasons Why the Allied Countries Should Create Standards Necessary for the 

Implementation of Effective Plurilateral Controls to Address Contemporary Common 

Security Issues 

The purpose of the existing four multilateral export control regimes is to identify for control by 

their participating states: 

(i) weapons of mass destruction, 

(ii) conventional weapons, and 

(iii) the bespoke and dual-use commodities, software, and technology necessary for their 

development, production, or use. 

3. https://www.wsj.com/articles/u-s-plans-to-expand-sanctions-export-controls-on-russia-as-g-7-summit-
begins-2d551567; 
https://www.politico.com/news/2023/02/24/restricting-exports-russia-ukraine-treasury-00084402; https:// 
apnews.com/artide/technology-business-china-govemment-and-politics-267abe3d912aee62cb89aalaf4OfccS 

4. https://www.trade.gov/us-export-controls 
hups://www.bis.doc.gov/index.php/all-articles/25-comphance-a-training/export-administration-re ations-
traming/1602-export-control-basics 
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5. https://exportcompliancedaily.com/news/2022/12/05/Wassenaar-Posts-Export-Control-Changes-Other-
Documents-From-2022-Plenary-2212020040 

6. https://www.state.gov/wp-content/uploads/2020/05/What-is-MCF-One-Pager.pdf; https://foreignpolicy. 
com/2021/02/05/dont-underestimate-chinas-military-civil-fusion-efforts/; https://cset.georgetown.edu/ 
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With rare exceptions outside the United States, the export control authorities of participating 

states are largely limited to implementing little more than controls on the items the regimes identify. 

There are two primary reasons why the allied countries should coordinate on standards for the 

implementation of effective plurilateral controls (and eventually a new export control regime) to 

address contemporary common security issues. 

First, Russia's membership in these consensus-based regimes has stymied progress in 

coordinating controls at the multilateral level. Russia is a member of three of the four multilateral 

regimes. All regime decisions—such as changing the lists of controlled items require consensus. 

This means that the ability of these regimes to address traditional non-proliferation issues—many 

of which Russia and its allies create—will grow even more limited. The failure of the Wassenaar 

Arrangement in December 2022 to get consensus on the significant proposals allied members 

introduced is apparent evidence of how Russia's membership harms the effectiveness of these 

regimes.5) Plurilateral controls by allied countries are therefore needed to address classical non-

proliferation, conventional weapons, and dual-use issues within the scope of the existing regimes' 

mandates that they will not be able to because of Russia's disruptive membership. 

Second, the regimes' mandates do not permit, with limited exceptions, actions to address other 

significant contemporary policy issues that can be addressed through export controls, such as those 

related to: 

(i) military-civil fusion policies of specific countries, such as China, involving exploitation of 

commercial technologies, particularly emerging technologies, that do not meet the regimes' 

definitions of"dual-use" items;6)

(ii) he misuse of commercial technologies in many countries to abuse human rights;') or 

(iii) the use of export controls to achieve strategic security objectives (as opposed to those 

focused only on the inherent properties of specific items).8)

5. https://exportcompliancedaily.com/news/2022/12/05/Wassenaar-Posts-Export-Control-Changes-Other-

Documents-From-2022-Plenary-2212020040 

6. https://www.state.gov/wp-content/uploads/2020/05/What-is-MCF-One-Pager.pdf; https://foreignpolicy. 

com/2021/02/05/dont-underestimate-chinas-military-civil-fusion-efforts/; https://cset.georgetown.edu/ 

publication/emily-weinsteins-testimony-before-the-u-s-china-economic-and-security-review-commission/ 

7, https://www.whitehouse.gov/briefing-room/statements-releases/2021/12/10/fact-sheet-export-controls-and-

human-fights-initiative-launched-at-the-summit-for-democracy/; https://www.dorsey.com/newsresources/ 

publications/client-alerts/2021/07/us-govt-expands-restrictions-on-exports 

8. https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/09/16/remarks-by-national-security-

advisor-jake-sulfivan-at-the-special-competitive-studies-project-global-emerging-technologies-summit/ 
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Also, the existing regimes' mandates and, thus, the laws of most allied countries, do not generally 

permit controls over items not on the regimes' lists against: 

(i) specific countries; 

(ii) specific end users; or 

(iii) specific end uses, except if related to specific weapons of mass destruction, non-

proliferation, or arms embargo objectives. 

In particular, the Wassenaar Arrangement's foundational document explicitly states that the 

regime "will not be directed against any state or group of states and will not impede bona fide civil 

transactions." 9)

III. Reasons Why the Need for the Creation of Standards for the Implementation of Effective 

Plurilateral Export Controls to Address Contemporary Common Issues is Urgent 

The need for the adoption of contemporary standards for plurilateral controls and their 

enforcement is urgent because all the issues listed above are pressing and serious threats to common 

values and security interests of the allied countries. The common threats are clearly not limited to 

those that existed near the end of the Cold War when the scope and mission of the current system was 

established. Unilateral extraterritorial U.S. controls are eventually counterproductive, ineffective, and 

create unnecessary friction with close allies. In addition, even factoring out Russia-specific issues, the 

existing multilateral systems move too slowly in the face of contemporary technology development 

and are too limited in terms of their nonproliferation-focused post-Cold War mandates. 

The allied governments effectively now have a new plurilateral export control arrangement as 

a result of their extraordinary coordination of actions against Russia. Over time, however, the spirit, 

effectiveness, and the urgency of the current ad hoc efforts risk fading away if not somehow locked 

into the laws, policies, schedules, budgets, and export control cultures of the allied countries. As with 

any significant policy objective, this can be implemented only if there is a clearly stated vision for the 

policy, a structure for its development and implementation, sufficient resources, and the passionate 

commitment of political leadership and the civil services in the allied countries to make it happen. 

Creating the standards for effective contemporary plurilateral controls would be a critical first step to 

accomplish these objectives and could pave the way for the creation of a new multilateral regime. 

9. https://www.wassenaar.org/app/uploads/2021/12/Public-Docs-Vol-I-Founding-Documents.pdf 
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IV. The Medium- and Long-Term Solutions — A New, 5th Multilateral Export Control Regime 

A year ago, we wrote an article in which we argued that the significant response by the United 

States and allied countries to Russia's continued invasion of Ukraine created an opportunity for a core 

group of allies to develop a new multilateral export control regime. In the article titled "COCOM's 

Daughter," we stated that the need for an additional regime is urgent due to the four primary 

multilateral export control regimes' inability to manage the contemporary common security and 

human rights issues that can be addressed through coordinated export controls.1°)

In essence, the mandate of the new regime — which would be in addition to the existing regimes, 

not as a replacement for the Wassenaar Arrangement — would be to: advance classical export control 

objectives of an existing regime that cannot be advanced but for the disruptive memberships of Russia 

and its allies; and address together the contemporary common security and human rights issues that 

could be addressed through coordinated export controls. 

Since we published the article, we have received general support for the idea in the policy 

community, and others are making similar points.'1) Most of the informal and polite responses we 

have received, however, are about why efforts to create a new regime would be too difficult or are not 

necessary. The primary comments we get (with our responses to each one in turn) are: 

(i) No resources. The U.S. and the allied export control officials and staff are too stretched already 

in dealing with existing issues and the Russia-specific plurilateral arrangement. No one has time or 

resources to do the hard work to get consensus on the structure or mandate of a new regime. 

Our response: True, but the agencies should ask their legislatures for authority to hire 

more subject matter experts. All transitions to a new way of policy thinking are difficult. The 

benefits to greater allied coordination in the face of common security and human rights issues 

far outweigh the costs of new staff to handle such issues. More importantly, all alternatives 

are worse, and eventually more expensive. The regimes will never be able to reform so long 

as Russia has a veto. Unilateral and extraterritorial controls eventually prove ineffective and 

counterproductive, and will create unnecessary friction among allies. Also, merely because 

something is hard to accomplish does not mean it should not be attempted. 

(ii) No clear vision. No one country has a clear vision as to the types of technologies that would be 

within the scope of a new regime or the countries that would be the charter members. Human rights-

10. https://cset.georgetown.edu/wp-content/uploads/WorldECR-109-pp24-28-Arddel-Wolf-Weinstein.pdf 

11. https://www.csis.org/analysis/toward-new-multilateral-export-control-regime; https://nonproliferation.org/ 

export-controls-in-an-era-of-strategic-competition-implications-for-the-mdsting-landscape-and-the-need-for-a-
new-multilateral-trade-review-regime/; https://www.csis.orgianalysis/notes-creating-export-control-regime 

Il
lO

ci
al

l I
V

N
O

IS
S

aJ
O

Il
d 

Vol.5 June 2023 21 



9.1N q 71-°11 afF-1"of La 5,11_ 11-7-V T (2/14. 

aVr-1-11 -P9J-q-E-°1 -MA4°1 131 -1---gtfal Val tit-4.1=11-61-E-
tc§V;--71- t 17115-)1 E-711 AMY 1 - q-N-011 rill AM-21U: - 
1=11 14 V-9-131, 11-.§1n19-1- 1;Ll 9_1 1_ 14-a-
2i---1 =1-2 Al4P1r-1-.12) 13-14-,1 71 °1 

Actr113i 1;14 qell k1 7N1

71±-0-1°1 914. --Sq-21- 1111-(2-g- ?Pat- 511-7111 q71P-1-17.1 
1 -q 71`&11 'OM 1*n] A11711°1111-cl.W1 -\I°1t.1% 

7F-A °1 %I* tliq q 71-9-1 A}°}°1131 

Act - *Al Llama} tt-(21-I °Pacl° *172 1:A 18Z1- °19-1" 
X11 tl -r-f.13) 9_1j-

4-f4- q 7 1 -g1 t_14. 'II 1% 
4-7-61-1-1°11-51 Al-ell°11A1 1-1-41-1-*°1 -q71-7f Clittfccl V*CT-1-13,1 

___A19-1 °JIM t -ca T 9,1-1- 3-101.4.14) xi131 
t1-2 T el aN7f%AM 2r-1-1-11d 7-1- q 7R-1-- --LIA-t134c,)1 
7171 -°I-1t11 *1* *g-t}-t-

VI. VA-

AlM71- -1-1 AIMR-_ CI* 1W34-c2--q 
VO1 Af.  711iIsq --M31 olyIks213i 611317c1713191913-1 71 

?_1 70- ---61-8-71- 4_1Y_zi 9_1 71* 
g -rd-V- OL L ti-r4 15)
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related issues can also be subjective depending on which countries are involved. 

Our response: The allies should then create and announce together a vision. The Biden 

Administration has set out a clear, new vision for the role of export controls to address 

contemporary issues, and efforts surrounding the Summit for Democracy and the new Export 

Controls and Human Rights Initiatives are good starting points. 12)Also, almost all core enabling 

technologies of concern are produced by a relatively small group of allies and partners. 

PRC retaliation. Countries that are more economically exposed to China will not want to join 

out of concerns for retaliation against their companies by the Chinese government. 

Our response: Yes, this is a legitimate issue for such countries and should be accorded 

respect and consideration, as there is documented evidence of this in recent years.13)The 

common security and human rights issues are, however, inherently and intrinsically issues to 

be addressed, and to be addressed together among like-minded countries. In working together, 

a coalition of countries may be able to help blunt the impact of any PRC retaliatory measures, 

as we have seen with Lithuania over the past few years.14) In any event, all export controls bear 

economic costs. That is their natural impact on exporters, but countries nonetheless implement 

them to address higher principles. 

VI. Conclusion 

Success in creating new authorities for plurilateral controls and a new multilateral regime will 

require inspired, inspirational, and ambitious long-term, fact-based diplomacy. Information-sharing 

among key technology-producing allies will be critical, and leading high-tech exporters like South 

Korea have and will undoubtedly continue to play an important role.15)

12. https://www.state.gov/export-controls-and-human-rights-initiative-code-of-conduct-released-at-the-summit-
for-democracy/ 

13. https://www.reuters.com/world/asia-pacific/china-downgrades-its-diplomatic-ties-with-lithuania-over-
taiwan-issue-2021-11-21/; https://qz.com/1000541/norway-wants-china-to-forget-about-the-human-rights-
thing-and-eat-salmon-instead 

14. https://www.voanews.com/a/lithuania-gains-support-in-dispute-with-china-/6438770.html 

15. https://power.lowyinstitute.org/data/economic-capability/technology/high-tech-exports/; https://www. 
worldadas.com/articles/countries-with-the-most-high-tech-exports.html 
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We believe that the United States and South Korea could, in conjunction with other close allies, 

lead in such efforts. Both countries clearly understand that much work is needed to update the existing 

export control system. Indeed, in March 2022, the U.S. Department of Commerce released a joint 

statement with its South Korean counterpart about partnering on Russia-related export controls. And 

in May 2022, the United States and Korea announced the creation of the U.S.-Korea Supply Chain 

and Commercial Dialogue Dual-use Export Controls Group.'6) This group is required to identify 

specific actions that both countries should take to advance export control cooperation, with a view to 

enhancing international security and ensuring a level-playing field. To help with such efforts, attached 

to this article are the ten standards the United States and Korea could consider adopting, and then 

advocating that other allied countries adopt as well. 

< Appendix > Proposed Export Control Standards 

Standard 1: Export control agencies in allied countries should have sufficient legal authorities, 

resources, and mandates to effectively address and enforce through coordinated 

plurilateral action both: 

(i) classical export control issues that cannot be addressed through the existing multilateral 

regime process; and 

(ii) contemporary common security and human rights issues outside the scope of the regimes' 

mandates. 

These legal authorities should include both civil and criminal penalties for violations, which 

are critical to deterrence and motivating compliance. 

Standard 2: To implement Standard 1, export control agencies must take whatever actions 

necessary to ensure that they have clear and broad legal authorities to create and impose 

quickly plurilateral controls outside the multilateral regime process: 

(i) over commodities, software, and technology not identified on any existing multilateral 

regime list; 

(ii) against end uses and related activities by their citizens and companies, even if not directly 

related to the production or development ofWMD; 

(iii) against specific end users and entities; 

(iv) that are country-specific; and 

(v) that address strategic objectives of common security and human-rights interests, not just 

objectives focused on inherent capabilities of specific items. 

16. https://www.commerce.gov/news/press-releases/2022/03/joint-statement-republic-koreas-partnership-
export-controls-russia; https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-
releases/3186-press-release-sccd-working-group/file 
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Standard 3: Export control agencies should have sufficient resources to effectively implement the 

policy objectives in Standard 1 and the controls in Standard 2. 

Standard 4: Export control licensing officials in allied countries will create systems to coordinate, 

to the extent possible, licensing policies for plurilateral controls. In particular, this 

must include some mechanism to share de-classified versions of relevant classified 

information. 

Standard 5: Export control enforcement officials in allied countries will create systems to coordinate, 

to the extent possible, the sharing of enforcement-related information and intelligence. 

Standard 6: Intra-governmental coordination between export control policy officials and export 

control enforcement officials should be seamless. 

Standard 7: Export control agencies will do all the work necessary to reduce unnecessary regulatory 

burdens on controlled trade by and among allied countries that adopt the same 

standards. 

Standard 8: Allied countries will not use export controls to achieve purely trade protectionist or 

mercantilist policy objectives. 

Standard 9: Export control agencies will work with all relevant subject matter experts in industry, 

government, and academia to ensure that any new controls are clearly written, 

technically accurate, and effective given the complexity of technology, supply chain, and 

foreign availability issues. 

Standard 10: Export control agencies will provide resources and incentives for companies to create 

and enhance their internal compliance programs, particularly those affected by new 

controls. 

Kevin Wolf & Emily S. Weinstein 

Kevin Wolf is a Non-Resident Senior Fellow at Georgetown's Center for Security and Emerging 
Technology, where he provides advice, commentary, and analysis regarding export control and related 
issues. Kevin was the Assistant Secretary of Commerce for Export Administration from 2010-2017, where 
he was responsible for administering U.S. dual-use export control regulations and policy. Kevin is a 
partner in the international trade group of Akin Gump Strauss Hauer & Feld, where he provides advice 
and counsel regarding export control compliance and related issues. Emily S. Weinstein is a Research 
Fellow at Georgetown's Center for Security and Emerging Technology (CSETJ, focused on U.S. national 
competitiveness in AI/ML technology and U.S.-China technology competition. 

The views in this comment are those of the authors alone and not written on behalf of others. 

Il
lO

c
ia

ll I
V

N
O

IS
S

aJ
O

Ild
 

Vol.5 June 2023 27 


