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The European Commission recently published two highly anticipated draft documents
to facilitate data transfers. The first was the new, updated and modernised standard
contractual clauses (“New SCCs") for the transfer of personal data outside the
European Economic Area (EEA), envisaged under Article 46 of the European Union
General Data Protection Regulation ((EU) 2016/679) (GDPR). The second was the
separate draft set of Article 28 standard contractual clauses between controllers and
processors, aimed at assisting companies located in the EU with the requirement for a
contract between the controller and processor (“Article 28 Clauses”). If the New SCCs
are as widely used as their predecessor (the standard contractual clauses
implemented under the old Data Protection Directive, “Old SCCs”"), any business
involved in international personal data transfer would need to be familiar with these
clauses. We offer our high-level summary below.

Five highlights from the draft New SCCs

It appears that two of the catalysts for the European Commission’s decision to publish
the draft New SCCs were (1) the landmark decision of the Court of Justice of the
European Union Schrems Il in July 2020, which significantly impacted international
personal data transfers; and (2) the developments taking place in the digital economy,
including new and more complex processing activities, which necessitated an update
to the Old SCCs (which had last been updated in 2004, for controller-to-controller, and
in 2010, for controller-to-processor transfers).

The terminology in the Old SCCs is kept in the new proposal: “data exporter” is the
entity which is transferring personal data out of the EEA; “data importer” is the entity
which is receiving that data in a non-EEA country.

Businesses would need to consider the New SCCs in detail once they become final,
but at this stage there are five highlights that may be of particular interest.

I.  In comparison with the Old SCCs: The Old SCCs are clauses that would
usually take eight or nine pages, and would be incorporated as an annex to a
“head agreement” governing the parties’ business relationship. The New SCCs
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span 29 pages (even if this encompasses various “modules”, see below); there
is still an express provision that they may be incorporated into broader
contracts, but it remains to be seen how this could be done most efficiently
bearing in mind the length of the clauses. At a substantive level, the proposed
clauses in the New SCCs are more detailed, more involved, impose more
obligations and regulate more aspects of the data exporter-data importer
relationship than the Old SCCs.

Il. Parties: The limited choice of parties and business relationships available
under the Old SCCs has been expanded. The draft New SCCs offer four
various options, so-called “modules”, to capture the possible relationships
between the parties: controller-to-controller; controller-to-processor; processor-
to-processor; and processor-to-controller transfers. The New SCCs envisage
further expansion of the parties to the clauses, as they include a “docking
clause”. That would allow controllers and processors (such as in the case of
onward transfers of data) to accede to the clauses, as additional data importers
or exporters, throughout the life cycle of the relevant contract.

lll.  Schrems II: Two clauses in Section Il of the draft New SCCs (clause 2 and 3)
seem to be devoted to specific compliance with Schrems Il. They set out
various obligations that the parties agree to and warrant in respect of local laws
affecting compliance with the clauses, and specific obligations on the data
importer in case of government access requests. In particular, the New SCCs
propose an obligation on data exporters and importers to conduct a thorough
assessment to determine whether the data importer in the third country can
truly guarantee an adequate level of protection for transferred personal data.
The European Data Protection Board Taskforce’s recommendations, when
finalized, would be intertwined with these provisions. Further, some of the
proposed obligations on the data importer (i.e., the party in a non-EEA country
receiving the personal data) are particularly onerous. For example, the data
importer agrees to review the legality of a request by the non-EEA government
for disclosure of EEA individuals’ personal data and “to exhaust all available
remedies to challenge the request” (clause 3.2(a), Section II).

IV.  Cyber-security: The Old SCCs required that technical and organizational
security measures must be taken by the data controller that are appropriate to
the risks, such as against accidental or unlawful destruction or accidental loss,
alteration, unauthorized disclosure or access, presented by the processing. The
draft New SCCs reiterate the need for security of processing, by adding no
fewer than 17 categories of technical and organizational measures that the data
importer needs to describe in Annex Il. These categories include, for example,
description of the data importer’s requirements for internal IT and IT security
governance and management; its requirements for data avoidance and
minimization; and its requirements for data quality. In addition, it is proposed
that the data importer would need to notify both the data exporter and the
competent supervisory authority in case of a data breach, something which
goes over and above the notification requirements under the GDPR. The
proposed threshold for notification also appears different from the GDPR
requirements: the New SCCs refer to notifications in case the breach “is likely
to result in significant adverse effects”, whereas the GDPR notification
provisions refer to the likelihood of risks to individuals’ rights and freedoms.

© 2021 Akin Gump Strauss Hauer & Feld LLP


https://www.akingump.com/en/news-insights/draft-guidance-on-supplementary-measures-for-cross-border-personal-data-transfers.html

V.  Sub-processors: A few of the proposed clauses in the New SCCs envisage, in
the case of a processor-to-processor transfers, greater involvement and
supervision by the ultimate data controller. For example, one of the proposed
requirements is that the sub-processor data importer should provide, at the
processor data exporter’s request, or at the data controller’s request, a copy of
the sub-processor agreement and subsequent amendments (clause 4(c),
Module 3, Section Il). The GDPR does not provide for such an invasive
disclosure; the GDPR merely states that where the sub-processor fails to fulfil
its data protection obligations, the initial processor shall remain fully liable to the
controller for the performance of that sub-processor’s obligations (Article 28(4)).

Substance of the proposed Article 28 Clauses

The second set of draft clauses published by the European Commission relate to
Article 28 of the GDPR, which regulates a data processor’s activities, while processing
data on behalf of a data controller. Among other things, Article 28 requires that there
should be a contract between the processor and the controller that satisfies the
requirements of Article 28(3) and 28(4) of the GDPR.

Article 28(7) of the GDPR had envisaged that the European Commission may publish
“standard contractual clauses” which would set out what that Article 28 contract was
supposed to include. At the time the GDPR was adopted, there was no such
publication. Now, with over two years of the GDPR in force, the European Commission
has published the proposed clauses for such a contract. Entering into the proposed
Article 28 Clauses is not compulsory: parties are allowed to enter into another
agreement, as long as that satisfies the GDPR requirements set out in Article 28
thereof.

In certain places, the draft Article 28 Clauses follow the proposals in the New SCCs,
such as the requirement on the processor to describe at least 17 categories of
technical and organizational measures that it has adopted to safeguard the security of
the data processing. Article 28 Clauses however would not be implemented where
there is an international personal data transfer; they only regulate personal data
processing within the EEA. The European Commission has clarified that where
personal data is being transferred outside the EEA, entering into the New SCCs would
also satisfy the requirement to have a controller-processor contract under Article 28(3)
and (4) of the GDPR.

Comments by the EDPB and EDPS and next steps

The European Commission sought and received feedback on its drafts through a
public consultation which closed on December 10, 2020. On January 15, 2021, the
European Data Protection Board (EDPB) and the European Data Protection
Supervisor (the independent data protection authority monitoring EU institutions)
(EDPS) announced that they had provided their joint opinions on the two draft sets of
contractual clauses to the European Commission. The two bodies highlighted that their
comments on the proposals included requests for more clarity to the text of the drafts,
to ensure their practical usefulness in day-to-day operations. In particular, the
European Commission was invited to provide further clarity on the scope of the draft
New SCCs, the proposed obligations regarding onward transfers, certain aspects of
the envisaged assessment of third country laws, the so-called “docking clause”, the
roles and responsibilities of each of the parties to the proposed contracts, certain third
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party beneficiary rights and the proposed clauses dealing with notifications to the data
protection regulators. It appears that finalizing the drafts may take some time.

Under the current proposal, once the New SCCs concerning international data
transfers are finalized and adopted, the New SCCs will become effective immediately.
However, for a period of one year from the date the New SCCs are adopted, data
exporters and data importers may continue to rely on the Old SCCs for the
performance of a contract entered into before the adoption of the New SCCs, provided
certain conditions are met.

Given the wide use of the Old SCCs (the recently published International Association
of Privacy Professionals - FTI Consulting Privacy Governance Report 2020 indicates
that 88% of firms that transfer data outside the EU do so on the basis of the Old
SCCs), the impact of any amendments to the framework is likely to be significant.
Notably, the proposed detailed data security and other obligations on data importers
may require fundamental technical and organizational changes, especially in light of
the updated clauses aimed at guaranteeing an effective enforcement of third party
rights.
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