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Key Points

¢ On May 14, 2020, OFAC, the Department of State and the U.S. Coast Guard jointly
released guidance for persons involved in the maritime industry regarding common
deceptive shipping practices used to subvert U.S. and United Nations sanctions
programs targeting Iran, North Korea and Syria.

» The guidance highlights certain deceptive practices employed in maritime activity
that could signal sanctions evasion.

* The guidance also contains specific measures that the maritime industry and
energy and metals sectors can take to tailor their sanctions compliance programs to
avoid sanctions violations or otherwise supporting illicit shipping activities.

» This Guidance is part of a sustained focus on the international shipping industry,
including the U.S. Government’s latest enforcement actions in the shipping sector
on June 2, 2020.

The Guidance

On May 14, 2020, the Department of the Treasury’s Office of Foreign Assets Control
(OFAC), the Department of State and the U.S. Coast Guard jointly released guidance
(the “Guidance”) regarding common deceptive shipping practices in order to aid
persons involved in the maritime industry, and energy and metals sectors, in tailoring
their due diligence and sanctions compliance policies and procedures. The Guidance
is particularly targeted towards ship owners, managers, operators, brokers, ship
chandlers, flag registries, port operators, shipping companies, freight forwarders,
classification service providers, commodity traders, insurance companies and financial
institutions. The shipping industry continues to present particularly challenging issues
associated with U.S. sanctions compliance, including the involvement of numerous
parties in particular voyages all with different, yet overlapping risks.

The Guidance continues a further and concerted effort by OFAC to focus in particular
on the shipping industry and builds on prior advisories that it has issued directed at the
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shipping industry, including one issued on September 4, 2019, entitled “Sanctions
Risks Related to Shipping Petroleum and Petroleum Products from Iran” that also
identified specific deceptive shipping practices and risk mitigation measures for the
industry. As the U.S. Government’s latest enforcement actions on June 2, 2020
demonstrate, OFAC sanctions enforcement attention is squarely focused on the
international shipping industry.

The Guidance also provides important insights for companies operating in the
maritime sector regarding the criteria that OFAC applies when evaluating an effective
sanctions compliance program for such companies.

Below we summarize key points from the Guidance that are relevant for the shipping
sector, including a summary of deceptive practices highlighted in the Guidance, a
summary of general practices for effective identification of potential sanctions evasion
and summaries of guidance for certain actors in the maritime industry and country-
specific guidance.

Deceptive Shipping Practices

The Guidance provides a summary of common tactics utilized to facilitate sanctionable
or illicit maritime trade linked to Iran, North Korea and Syria, including:

1. Disabling or manipulating the Automatic Identification System (AIS) on vessels to
conceal a vessel's port of call or other information regarding its voyage.

2. Physically altering vessel identification to obscure the identities of sanctioned
vessels or vessels engaging in sanctionable activities.

3. Falsifying cargo and vessel documents, particularly with respect to shipments
involving petrochemicals, petroleum, petroleum products, metals (steel, iron) or
sand to disguise their origin.

4. Ship-to-Ship (STS) Transfers used to conceal origin/destination of products.

5. Voyage irregularities to disguise the ultimate destination or origin of cargo,
including indirect routing, unscheduled detours or transit or transshipment of cargo
through third countries.

6. False flags and flag hopping (i.e., repeatedly registering vessels with new flag
states).

7. Use of complex ownership or management to disguise the ultimate beneficial
owner of cargo or commodities in order to avoid sanctions or other enforcement
actions.

General Practices for Effective Identification of Sanctions Evasion

The Guidance also highlights, and provides details regarding, the following practices
for effective identification of potential sanctions evasion:

1. Institutionalizing a sanctions compliance program, including through the
implementation of written standardized operational compliance policies,
procedures, standards of conduct and safeguards.

2. Establishing AIS best practices and contractual requirements that make
disabling/manipulating AIS for illegitimate reasons grounds for termination of
contracts or investigations.
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3. Monitoring ships throughout the entire transaction lifecycle, including through
supplementing AIS with Long Range Identification and Tracking (LRIT) and
receiving periodic LRIT signals on a frequency informed by the entity’s risk
assessment.

4. Conducting “Know Your Customer” due diligence on customers and
counterparties, which could include “maintaining the names, passport ID numbers,
address(es), phone number(s), email address(es), and copies of photo
identification of each customer’s beneficial owner(s).”

5. Exercising supply chain due diligence, including, as appropriate, conducting due
diligence to ensure that recipients and counterparties to a transaction are not
sending or receiving commodities that may trigger sanctions, such as Iranian
petroleum or North Korea-origin coal, and implementing controls that allow for
verification-of-origin and recipient checks for ships that conduct STS transfers.

6. Incorporating the above “best practices” into contracts.

7. Sharing information about sanctions evasion techniques and threats amongst
industry groups.

Annex A: Actor-specific Guidance

In Annex A, the Guidance provides bulleted lists of guidance and information for
particular actors within the maritime industry, including: maritime insurance
companies, flag registry managers, port state control authorities, shipping industry
associations, regional and global commodity trading, supplier, and brokering
companies, financial institutions, ship owners, operators, and charterers, classification
societies, vessel captains and crewing companies.

Below we summarize the guidance with respect to ship owners, operators and
charterers, vessel captains and crewing companies.

Ship Owners, Operators, and Charterers:

 |dentify vessels that, in the past two years, have a pattern of AIS manipulation not
consistent with the International Convention for the Safety of Life at Sea and
terminating business relationships with clients that continue to use those vessels.

« Keep and analyze records, including, where possible, photographs, of delivery and
recipient vessels and/or recipients located at ports when possible, to enhance end-
use verification.

» Protect employees who reveal illegal or sanctionable behavior from retaliation.

* Incorporate data into due diligence practices from organizations that provide
commercial shipping data.

« Communicate to counterparts as necessary and appropriate (e.g., ship owners,
managers, charterers, operators) an expectation that they have adequate and
appropriate compliance policies.

Vessel Captains:

» Ensure deck officers are aware of the International Maritime Organization’s (IMO)
AIS regulations, including the requirement to consistently broadcast AIS
transmissions.
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« Communicate to ship owners and charterers that vessels are monitored for AIS
disablement and that any occurrences of AlS disablement will be investigated.

« Understand vessels’ AIS history to determine whether they may have been involved
in illicit activities.

« Before engaging in ship-to-ship transfers, verify the other vessel’s name, IMO
number and flag, and ensure there is a legitimate business purpose for the transfer.

Crewing Companies:

* Ensure crewmembers are aware of IMO guidance in relation to illicit shipping and
the reasons why certain practices are unsafe.

«  Communicate to clients that crews are monitored for AIS disablement and that any
occurrences of AIS disablement will be investigated.

» Understand vessels’ AIS history to determine whether it may have been involved in
illicit activities.
« Ensure that crewmembers who reveal illegal or sanctionable activity are protected

from retaliation and providing a confidential mechanism for reporting sanctionable
conduct.

Annex B: Country Guidance

In Annex B, the Guidance summarizes relevant provisions of U.S. and U.N. sanctions
programs concerning North Korea, Iran and Syria and actions prohibited under said
programs relevant to the maritime industry. It also highlights a few points with respect
to recent deceptive practices to facilitate illicit shipping to North Korea, Syria, and Iran
which are summarized below.

North Korea:

North Korea reportedly exported 3.7 million metric tons of coal between January and
August 2019, in violation of U.N. sanctions. Further, while under United Nations
Security Council Resolution 2397, North Korea is limited to importing a maximum of
500,000 barrels of petroleum per year, from January to October 2019. North Korea
ports received 221 tanker deliveries, which, if fully laden, would result in approximately
3.89 million barrels of imports. According to the Guidance, these illicit exports and
imports are primarily effectuated via ship-to-ship transfers in Chinese territorial seas.
Image 1 below depicts the most common areas in which such ship-to-ship transfers
take place.

Image 1: Common Locations of Ship-to-Ship Transfers subverting North Korean
Sanctions?

North Korea is also reportedly acquiring vessels destined for scrapping and non-
ocean-going barges that do not transmit AIS signals to engage in illicit import/export
operations.

Syria:

The Guidance notes that “the supply chain and petroleum-related shipments [to Syria]
create significant sanctions risk for those in the maritime industry.” As an example, it
highlights the September 2019 OFAC action against Maritime Assistance LLC for
facilitating the sale and delivery of jet fuel to Russian military forces operating in Syria.
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It also highlights the OFAC action in the November 2018 scheme in which Iranian and
Russian entities engaged in a payment offsetting arrangement in which the sale and
shipment of Iranian oil to Syria provided funding to Iran and proxy groups such as
Hizballah, the Islamic Resistance Movement (HAMAS) and the Islamic Revolutionary
Guard Corps-Quds Force (IRGC-QF).

Iran:

The Guidance did not provide specific guidance with respect to deceptive shipping
practices used to subvert Iran-related sanctions—rather, it noted that the IRGC-QF
continues to try to evade U.S. sanctions “by obfuscating the origin, destination, and
recipient of oil shipments,” stating that “the use of such deceptive tactics is unique

neither to Iran nor to Iran’s petroleum industry.”

Companies in the shipping industry or whose businesses intersect the shipping sector
should assess their sanctions risk in light of this latest U.S. government guidance and
make necessary modifications or enhancements to their compliance programs to
mitigate this risk.

! https://www.treasury.govi/resource-center/sanctions/Programs/Documents/05142020_global_advisory_v1.pdf
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