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Statutory Overview: Section 21F of the Securities Exchange Act of 1934

e The current SEC whistleblower regime is mandated by Section 922 of the Dodd-Frank
Wall Street Reform and Consumer Protection Act, which created Section 21F of the
Securities Exchange Act of 1934.

e Section 21F(b) generally requires the SEC to pay a whistleblower bounty to any person
“who voluntarily provided original information to the Commission that led to . . .
successful enforcement” in ajudicial or administrative proceeding.

o “Origina information” is defined as information “derived from the independent
knowledge or analysis of awhistleblower” that “is not known to the
Commission from any other source.” Under the statute, “original information”
may not be “exclusively derived” from public-record information (e.g. media
reports or information from government proceedings) unless the whistleblower
was an original source of the information. See § 21F(a)(3).

e Theamount of the whistleblower payment is to be determined in the SEC’s discretion,
but it must be between 10% and 30% of the total monetary sanctions collected by the
SEC or by another enforcement agency in a“related action.” See 88 21F(b)(1),
21F(c)(2).

o “Monetary sanctions’ includes penalties, disgorgement, and prejudgment
interest. See § 21F(a)(4).

o Thewhistleblower isonly entitled to receive a payment after the monetary
sanctions have actually been collected by the Commission (and not merely when
they have been ordered). See 8 21F(b)(1).

o Whistleblower payments are to be made from the newly-created Securities
Exchange Commission Investor Protection Fund (the “Fund”), which isto be
used to pay whistleblower awards and to fund the SEC’s Office of Inspector
General suggestion program. See 8 21F(g)(2).

= The Fund is composed of amounts collected by the Commissionin

enforcement proceedings (excluding amounts to be paid out to investors
as part of a Sarbanes Oxley Fair Fund) up to a maximum of $300 million,
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plus additional sums paid into a Fair Fund but not ultimately distributed
to investors. See Section 21F(g)(3).

o “Related action” includes any proceeding brought by the DOJ, an “appropriate
regulatory authority,” a self-regulatory organization, or acriminal case brought
by a state attorney general if the related action is “based upon the original
information provided by awhistleblower . . . that led to the successful
enforcement of the Commission action.” See 88 21F(a)(5), 21F(b)(1),
21F(h)(2)(d)(i).

e |n determining whether to approve a whistleblower payment, the SEC isrequired to
consider the following factors: (1) “the significance of the information provided by the
whistleblower to the success of the covered judicial or administrative action”; (2) “the
degree of assistance provided by the whistleblower and any legal representative of the
whistleblower in a covered judicial or administrative action”; (3) the SEC's
“programmatic interest” in using the whistleblower program to deter violations of the
securities laws; and (4) other factors to be set forth in SEC rules.

o The SEC isnot permitted to consider the total balance remaining in the Fund.
See § 21F(c)(1)(B).

e Thefollowing individuals are ineligible for whistleblower awards:

o Employees of the SEC, other regulators, SROs, the PCAOB, the Department of
Justice, or law enforcement;

o Personswho are convicted of acrimein relation to the information for which
they seek awhistleblower payment;

o Individuals who obtain information in connection with an audit of an issuer’'s
financial statements; and

o Individuas who make fal se statements or submit false documents in connection
with awhistleblower disclosure. See 88 21F(c)(2), 21(i).

e Whistleblowers may remain anonymous if they are represented by counsel. However,
the whistleblower must disclose his/her identify before receiving any payment. See
21F(d).

e  Section 21F incorporates extensive provisions to protect whistleblowers:

o Thewhistleblower’s employer is prohibited from taking any adverse action
against the whistleblower because of his/her provision of information to the
SEC or assistance with the SEC’'s investigation. See 21F(h)(1)(A).

o The whistleblower may sue his/her employer to enforce the anti-retaliation
provisions of 821F(h)(1)(A). If successful, the whistleblower may recover 2X
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back pay plus attorneys’ fees and costs and an order requiring reinstatement.
See 88 21F(h)(1)(B), 21F(h)(1)(C).

o The Commission may disclose the whistleblower’s identity to other regulators,
law enforcement, or SROs, but the Commission (and any agency who which the
Commission discloses the whistleblower’s identity) must refrain from
identifying the whistleblower to a private party except as required in litigation.
See § 21F(h)(2).

SEC Regulations: 240 C.F.R. 88 21F-1 through 21F-17

o Effective August 12, 2011, the SEC adopted rules to implement the whistleblower
provisions of Dodd-Frank. The rulesfill in a number of important gaps in the statutory
framework.

e Definition of whistleblower: the rules define a“whistleblower” as an individual who
provides the SEC with information, pursuant to the procedures set forth in the
regulations, that “relates to a possible violation of the federal securitieslaws. . . that
has occurred, is ongoing, or is about to occur.” 240 C.F.R. 8§ 21F-2(a).

o Whistleblowers must be individuals; entities are ineligible for whistleblower
status. 240 C.F.R. § 21F-2(a).

o Anindividua istreated as a whistleblower for anti-retaliation purposes if
he/she reasonably believes that the information relates to a possible securities
law violation, even if he/she does not ultimately qualify for an award. 240
C.ER. 8§ 21F-2(b)(1); see also Issuing Release No. 34-64545; File No. S7-33-10,
17 CFR Parts 240 and 249, Implementation of the Whistleblower Provisions of
Section 21F of the Securities Exchange Act of 1934 (Aug. 12, 2011) at 16
(hereinafter “Issuing Release).

o Inorderto be€eligible for an award or to be treated as a whistleblower for anti-
retaliation purposes, an individual must make a report to the SEC using the
proper forms. Merely reporting to a company’s internal compliance department
will not confer whistleblower status. 240 C.F.R. 8 21F-2; see also Issuing
Release at 18.

e No amnesty for whistleblowers. Whistleblowers do not receive amnesty and may
become the subject of an enforcement proceeding. However, a person’s status as a
whistleblower may be a basis for more lenient treatment consistent with the SEC's
cooperation principles. See 240 C.F.R. § 21F-15.

e Communications between the SEC and the whistleblower: the regulations contain two
provisions intended to ensure that the whistleblower’s employer cannot block or
disrupt the line of communication between the whistleblower and the SEC staff.

o Under the regulations, it is unlawful to “take any action to impede an individual
from communicating directly with the Commission staff about a possible
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securities law violation, including enforcing, or threatening to enforce, a
confidentiality agreement” except for agreements regarding attorney-client
communications. 240 C.F.R. § 21F-17(a).

In addition, if awhistleblower initiates contact with the SEC, the Staff is
authorized to communicate with the whistleblower directly and is not required
to seek consent from the counsel representing entity that employs the
whistleblower. 240 C.F.R. § 21F-17(b).

e Requirement that information be “ voluntary” : Pursuant to § 21F(b), the SEC can
make a whistleblower payment only for information that was provided voluntarily.
Under the regulations, a whistleblower submission will not be deemed “voluntary” if:

O

The whistleblower has aready received a subpoena, document request, or
information request from the SEC or one of a number of specified agencies, see
240 C.F.R. § 21F-4(a)(1); or

The whistleblower is under a pre-existing legal duty (including contractual
obligations and duties imposed by a court order) to report information to the
Commission or another agency. See 240 C.F.R. 8 21F-4(a)(3).

e Definition of “ original information.” Whistleblowers are eligible to receive payment
only if they provide “original information.”

O
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In order to qualify as “original information,” the whistleblower’s information
must be derived from his’her “independent knowledge or independent analysis.
240 C.F.R. 8§ 21F-4(b)(2).

Under the regulations, “original information” does not include information that
was:

» Obtained by alawyer through communications that are protected by the
attorney-client privilege, see 240 C.F.R. 8§ 21F-4(b)(4)(i); or

» Obtained in violation of criminal law, see 240 C.F.R. 8§ 21F-4(b)(4)(iv).

In addition, information is generally deemed not to be “original information,”
and thusisineligible for payment, if it comes to the SEC:

= From an entity’s officer, director, trustee, or partner, if that person
learned of the information second-hand or through an internal
compliance procedure, see 240 C.F.R. 8 21F-4(b)(4)(iii)(A); or

» From individuals who are acting in a compliance or internal audit
function, see 240 C.E.R. § 21F-4(b)(4)(iii)(B).



O

O

However, these latter two exclusions do not apply (and thus information from
senior individuals, compliance personnel, or internal auditors would qualify for
awhistleblower payment) if:

» The whistleblower reasonably believes that disclosure to the SEC is
necessary to prevent an entity “from engaging in conduct that is likely to
cause substantial injury to the financial interest or property of the entity
or investors,” see 240 C.E.R. § 21F-4(b)(4)(V)(A);

» The whistleblower reasonably believes that the entity “is engaging in
conduct that will impede an investigation of the misconduct,” see 240
C.F.R. 8 21F-4(b)(4)(v)(B); or

= Theinformation was reported “up the chain” to the whistleblower’s
supervisor, or to the entity’s Chief Legal Officer, Chief Compliance
Officer, or Audit Committee and 120 days have elapsed, see 240 C.FR.
8 21F-4(b)(4)(v)(C).

In voting against the rules, one SEC commissioner noted that an individual may
be able to qualify for whistleblower status even if he learns about a violation as
aresult of being contacted by his company’s compliance department to
participate in an internal investigation. See Speech by SEC Commissioner Troy
A. Paredes, “ Statement at Open Meeting to Adopt Final Rules for Implementing
the Whistleblower Protection Provisions of Section 21F of the Securities
Exchange Act of 1934 (May 25, 2011) (criticizing the rule because it “ permits a
whistleblower to knowingly bypass a company’s good-faith attempts to identify
and investigate alleged violations”).

Even if the Commission already knows about the whistleblower’s information
from another source, the information will nevertheless be considered “original”
(and thus will qualify for a payment) if it “materially adds to the information
that the Commission already possesses.” See 240 C.F.R. § 21F-4(b)(6).

e |nformation that “ leads to successful enforcement.”
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o Under the regulations, this requirement is satisfied if the whistleblower’s

information was “sufficiently specific, credible, and timely to cause the staff to
commence an examination, open an investigation, reopen an investigation that
the Commission had closed, or to inquire concerning different conduct as part
of a current examination or investigation, and the Commission brought a
successful judicial or administrative action based in whole or in part on conduct
that was the subject of” the whistleblower’s information. See 240 C.F.R. § 21F-

4(c)(2).

The “successful enforcement” requirement is also met if the whistleblower’s
information “significantly contributed to the success of” an enforcement matter



that was already under investigation by the SEC or another agency. See 240
C.FR. 8 21F-4(c)(2).

e Disclosuresto a company’sinternal compliance personnel. Although whistleblowers
are not required to report their information through internal compliance channels, the
SEC regulations contain several provisions intended to create incentives for
whistleblowers to make use of internal compliance resources before approaching the
SEC. Seelssuing Release at 5-6. This aspect of the regulations provoked significant
controversy during the rulemaking process. While acknowledging “the extremely
significant value that effective corporate compliance programs deliver in identifying,
remediating, and deterring wrongdoing,” SEC Enforcement Director Rob Khuzami
explained that the final rules were created so asto leave the whistleblower with the
choice whether to approach a corporate compliance officer before contacting the SEC.
See Speech by SEC Staff, “Remarks at Open Meeting — Whistleblower Program,” by
Robert S. Khuzami, Director, Division of Enforcement at 2-3 (May 25, 2011).
Khuzami offered two principal reasons for the decision to permit whistleblowers to
bypass the internal compliance system: (1) the main goal of the whistleblower
program is to aid the SEC, not corporations; and (2) in enterprises such as boiler rooms,
internal compliance processes are usually ineffective and/or corrupt. Seeid. at 2-3.
However, according to Khuzami, the rules were crafted “ so that the whistleblower is
incentivized — not mandated, incentivized — to utilize their companies’ interna
compliance and reporting systems, when appropriate.” 1d. at 3. The following
provisions were intended to create the incentive to follow internal compliance
Processes:

o If awhistleblower makes an initia report to a company’s internal compliance
department and then, within 120 days, subsequently approaches the SEC, the
SEC will treat the date of the initial report to the company’sinternal compliance
department as the date of the whistleblower’s disclosure to the SEC. See 240
C.FR. 8 21F-4(b)(7).

o If awhistleblower makes an initial report to a company’s internal compliance
department and the company subsequently devel ops more significant
information that it discloses to the SEC, the whistleblower will get the benefit
of the company’s more detailed information for purposes of determining
whether the whistleblower’s information resulted in “ successful enforcement.”
See 240 C.FR. 8 21F-4(c)(3).

o The SEC may approve a higher payment if the whistleblower made use of
internal compliance resources, and assisted in “any internal investigation or
inquiry concerning the reported securities violations.” See 240 C.F.R. 8 21F-
6(2)(4).

o Conversely, the SEC may approve alower payment if the whistleblower

interfered with a company’s internal compliance systems, see 240 C.F.R. § 21F-
6(b)(3).
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e Multiple whistleblowers:. the Commission may authorize payment to more than one
whistleblower in the same matter, but the total payment must be between 10% and 30%
of the total monetary sanctions. The Commission is responsible for allocating the
recovery among multiple whistleblowers. See 240 C.F.R. § 21F-5(c).

e Factorsthat may increase an award. Although the SEC has discretion to determine the
amount of a whistleblower award, the regulations identify a number of factors that may
result in alarger award:

o Thesignificance of the information, including whether the “reliability and
completeness of the information . . . resulted in the conservation of Commission
resources’ and whether the information “ supported one or more successful
claims brought in the Commission or related action.” See 240 C.F.R. § 21F-

6(a)(1)

o The degree of assistance provided by the whistleblower, including whether he

or she;

“provided ongoing, extensive, and timely cooperation and assistance by,
for example, helping to explain complex transactions, interpreting key
evidence, or identifying new and productive lines of inquiry,” see 240
C.FR. 8 21F-6(a)(2)(i);

Made atimely initial report to the SEC or to internal compliance
department, see 240 C.F.R. 8 21F-6(a)(2)(ii);

Encouraged others to cooperate with the SEC, see 240 C.F.R. § 21F-
6(a)(2)(iv);

Made efforts “to remediate the harm caused by the violations, including
assisting the authorities in the recovery of the fruits and instrumentalities
of the violations,” see 240 C.F.R. § 21F-6(a)(2)(v); or

Suffered unique hardships or harms as a result of being a whistleblower,
see 240 C.ER. 8 21F-6(a)(2)(vi).

o The extent to which a payment advances the SEC’s law enforcement interests,
which involves an assessment of:
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Whether the award will encouraging others to come forward, see 240
C.FR. 8 21F-6(a)(3)(i) and (ii);

“Whether the subject matter of the action isa Commission priority,
whether the reported misconduct involves regulated entities or
fiduciaries, whether the whistleblower exposed an industry-wide
practice, the type and severity of the securities violations, the age and
duration of misconduct, the number of violations, and the isolated,



repetitive, or ongoing nature of the violations,” see 240 C.F.R. § 21F-
6(a)(3)(iii); and

=  “Dangersto investors or others presented by the underlying violations
involved in the enforcement action, including the amount of harm or
potential harm caused by the underlying violations, the type of harm
resulting from or threatened by the underlying violations, and the
number of individuals or entities harmed,” see 240 C.F.R. § 21F-

6(a)(3)(iv).

o The extent to which the whistleblower made use of internal compliance
resources, including making a timely report and assisting in “any internal
investigation or inquiry concerning the reported securities violations.” See 240
C.FR. 8 21F-6(a)(4).

e Factorsthat may decrease an award. The regulations also identify factors that may
result in asmaller award:

o Thewhistleblower’s culpability, which requires an assessment of the following
factors:

=  “The whistleblower’srolein the securities violations’;

= “The whistleblower’s education, training, experience, and position of
responsibility at the time the violations occurred”;

» The degree to which the whistleblower acted with scienter;
= “Whether the whistleblower financially benefitted from the violations’;
= “Whether the whistleblower isarecidivist’;

» “The egregiousness of the underlying fraud committed by the
whistleblower”; and

= “Whether the whistleblower knowingly interfered with the
Commission’s investigation of the violations or related enforcement
actions.” See 240 C.F.R. § 21F-6(b)(1).

o Any unreasonable delay in reporting the allegations, see 240 C.F.R. § 21F-
6(b)(2).

o Interference by the whistleblower with a company’s internal compliance
systems, see 240 C.F.R. § 21F-6(b)(3).

e Offsets for penalties based on the whistleblower’s own conduct. In calculating the

amount of total monetary sanctions that underpin an award, the SEC must exclude any
monetary sanctions that the whistleblower is ordered to pay, or that are “based
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substantially on conduct that the whistleblower directed, planned, or initiated.” see
240 C.F.R. § 21F-16.

Eligibility requirements. Under the regulations, a whistleblower must satisfy the
following requirements in order to be eligible for a payment:

o Thewhistleblower must fill out SEC form TCR (“Tip, Complaint, or Referral)
and sign it, under penalty of perjury;

o Thewhistleblower must provide follow-up information as requested by the SEC,
including testimony; and

o Thewhistleblower must sign a non-disclosure agreement if requested by the
SEC. See 240 C.FR. 8§ 21F-8(a) and (b); 240 C.F.R. § 21F-9(a) and (b).

The SECsExperiencein the First Year of the Whistleblower Regime—FY 2012 Annual
Report

In November 2012, the SEC Office of the Whistleblower (*OWB”) issued its first
annual report summarizing the office’s activities during fiscal year 2012. U.S.
Securities and Exchange Commission, “Annual Report on the Dodd-Frank
Whistleblower Program: Fiscal Year 2012” (Nov. 2012) (hereinafter “2012 OWB
Annual Report”).

As of November 2012, there were twelve full-time employees in the OWB, including
the Director, Deputy Director, and eight staff attorneys. 2012 OWB Annual Report at 2.

According to the annual report, OWB'’s activities include coordination with
whistleblowers and Enforcement Division staff; maintaining the OWB website; training
the SEC staff on the whistleblower regulations, manning the OWB hotline (with all
callsto be returned within 24 hours); liaising with other agencies; and maintaining a
central database of all whistleblower tips received on the form TCS. 2012 OWB
Annual Report at 3-4.

Key statistics from the 2012 Annual Report:

o More than 3,050 calls from members of the public to the OWB hotline during
FY 2012. See 2012 OWB Annual Report at 4.

o 3,001 whistleblower tips received on Form TCR during 2012. Id. at 4-5.

= The most common categories were corporate disclosures and financials
(18.2%), offering fraud (15.5%), and manipulation (15.2%). 1d.

= Other categories of interest include insider trading (6.3%) and FCPA
(3.8%). See 2012 OWB Annua Report, App’' X A.

103903045 v2



e OWB attorneys examine each incoming tip, in coordination with the SEC’s Office of
Market Intelligence, and determine whether to refer the tip to an Enforcement Division
attorney or to take other action. 2012 OWB Annual Report at 5.

e OWSB attorneys follow up with whistleblowers and serve as a liason between
whistleblowers and Enforcement Division attorneys. 2012 OWB Annual Report at 6.

e During FY 2012, the SEC made its first whistleblower award — 30% of an award of
more than $1 million. In this case, the SEC had recovered $150,000 as of November
2012, and the whistleblower had received $50,000. The SEC did not release further
details about the nature of the enforcement action or the whistleblower’s information.
See Press Release, “ SEC Issues First Whistleblower Program Award,” Release No.
2012-162 (Aug. 21, 2012).
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