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Five Cybersecurity Mistakes Companies 
Make that Could Result in Their 

Prosecution

MiCHELLE A. REED AND ELizAbEtH D. SCott

Five common cybersecurity mistakes may lead to heightened regulatory  
scrutiny/prosecution. The authors provide strategies that may help companies 

successfully avoid these potential pitfalls.  

over the last two years, more than 40 million confidential records 
have been exposed from countless data breaches.  These types of 
cyber attacks are no longer limited to the financial and health care 

sectors: hackers and other foes now target companies’ intellectual property 
and the nation’s critical infrastructure.1  These and other cyber threats have 
gained significant public and political attention and have been characterized 
as one of the nation’s most serious national security challenges.2  in light of 
the increasing threat cyber attacks pose to the country’s national and econom-
ic security, lawmakers have called for heightened regulatory scrutiny with 
respect to the disclosures companies are making regarding cybersecurity risks, 
material cyber incidents, and the steps taken to manage cyber threats.3  State 
and federal regulators, including the Securities and exchange commission 
and the Federal Trade commission, have responded affirmatively to these 
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fice of Akin Gump Strauss Hauer & Feld LLP, focusing on representing public 
companies and their officers and directors in securities and privacy litigation, 
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requests, issuing guidance concerning cybersecurity disclosure requirements 
and conducting targeted reviews to ensure compliance with such guidance.
 This increased regulatory attention to cybersecurity risks continues to 
grow, and in May 2013, the new Sec chairman, Mary Jo white, announced 
that she had initiated a review of the current Sec cybersecurity disclosure guid-
ance with an eye toward future Sec action in this area.4  in this environment 
of enhanced focus on cybersecurity risks and their disclosure, regulatory expo-
sure from data breaches and other cyber attacks is significant, and companies 
subject to such incidents are likely to become the immediate subject of scrutiny 
by state attorneys general and federal agencies.  Five common cybersecurity 
mistakes may lead to heightened regulatory scrutiny/prosecution, and the fol-
lowing strategies may help companies successfully avoid these potential pitfalls.  

faiLure to adequateLy diSCLoSe CyBerSeCurity riSkS 
and CyBer inCidentS in SeC fiLingS PurSuant to item 
503(c) of reguLation S-k

 Failing to adequately disclose cybersecurity risks and cyber incidents in 
public filings with the Sec exposes companies to increased scrutiny from the 
Sec.  item 503(c) of regulation S-K of the Securities and exchange act of 
1934 requires disclosure of companies’ most significant risk factors.5  due 
to the expanding reliance on digital technologies and the growing threat of 
cyber attack, cybersecurity risks have become an increasingly significant risk 
factor for many companies.
 recognizing this fact and responding to lawmaker requests for greater 
regulatory oversight, in october 2011, the Sec division of corporation 
Finance (“corp Fin”) issued guidance concerning cybersecurity disclosure 
obligations.6  corp Fin advised public companies to consider including cy-
bersecurity threats and cyber incidents as a risk factor disclosure pursuant to 
item 503(c) and to make other cybersecurity disclosures as necessary (e.g., 
including cybersecurity-related disclosures in the Md&a, description of 
Business, legal proceedings, Financial Statements, and disclosure controls 
and procedures portions of their public filings).
 corp Fin has initiated a review of public company cybersecurity disclo-
sures to ensure compliance with this guidance and proper disclosure under 
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item 503(c).7  as part of this review, corp Fin issued comment letters to 
approximately 50 companies addressing various shortcomings with respect 
to the disclosure of cybersecurity risks and cyber incidents.8  although these 
comment letters relate to companies of varying size and industry, they reveal a 
few common expectations regarding the nature and specificity of a company’s 
required cybersecurity disclosures and the disclosure failures most likely to 
lead to heightened regulatory scrutiny.  
 First, companies must assess and disclose their cybersecurity risks.  in a num-
ber of its recent comment letters, corp Fin identified companies’ failures to in-
clude any cybersecurity risk disclosure and requested that such a disclosure be 
included in future filings.  companies in industries that are frequently subject 
to cyber attack are especially likely to catch corp Fin’s eye for failing to include 
a cybersecurity risk factor disclosure, as are companies that have been subject to 
recent news articles or public statements concerning cybersecurity risks.
 Second, disclosures must include sufficient detail concerning the nature 
and extent of companies’ cybersecurity risks and their efforts to remediate 
such risks.  in repeated comment letters, corp Fin has requested that compa-
nies do more than merely list cyber attack as one of many potential hazards a 
company may face.  rather, corp Fin has requested that companies include 
a detailed, separate discussion concerning the risks cyber attacks and other 
cyber incidents pose to their businesses, operations, and reputations.  
 Third and most significantly, corp Fin has requested that companies dis-
close if they have been subject to prior cyber attacks or other incidents, even 
if such incidents were not material to their business or operations.  in the vast 
majority of the comment letters issued with respect to its cybersecurity guid-
ance, corp Fin has requested additional information concerning whether the 
company at issue has previously experienced cyber attacks or other cyber in-
cidents, and has requested that the company disclose any such prior attacks 
or incidents to provide a proper context for the company’s cybersecurity risk 
disclosure.  corp Fin has requested disclosure even if the company does not 
consider the prior attacks material to its business or results of operations, 
though it has suggested that the company may mitigate the impact of such 
disclosure by explaining that the prior attacks or incidents did not signifi-
cantly impact the company’s performance or operations.  
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faiLure to eStaBLiSH and foLLow a ComPany-wide  
CyBerSeCurity riSk management and data ProteCtion 
Program

 companies make a critical mistake if they lack company-wide cyber-
security risk-management and data-protection programs.  although there 
is no overarching privacy/cybersecurity regulator, the FTc has interjected 
itself as the principal federal regulator under the Federal Trade commission 
act’s prohibition of “unfair or deceptive acts or practices in or affecting 
commerce.”  an “unfair or deceptive” act or practice is one that “causes or 
is likely to cause substantial injury to consumers which is not reasonably 
avoidable by consumers themselves and not outweighed by countervailing 
benefits to consumers or competition.” 9  State regulators almost uniform-
ly have similar authority to protect consumers against unfair or deceptive 
trade practices.  
 accordingly, there is a complex web of affirmative requirements for com-
pany-wide cybersecurity risk management programs.  Some regulations, such 
as the Health insurance portability and accountability act (“Hippa”) for the 
health sector and the Gramm-leach-Bliley act (“GlBa”) for the financial 
sector, are well known.  However countless others impact the way data should 
be handled.10  even state laws require affirmative protection.  For example, 
Massachusetts’s state security law, Mass. 201 cMr 17, requires businesses 
holding “personal information” to: 

 (1) designate an individual who is responsible for information security; 

 (2) anticipate risks to personal information and take appropriate steps to 
mitigate such risks; 

 (3) develop security program rules; 

 (4) impose penalties for violations of the program rules; 

 (5) prevent access to personal information by former employees; 

 (6) contractually obligate third-party service providers to maintain similar 
procedures; 

 (7) restrict physical access to records containing personal information; 
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 (8) monitor the effectiveness of the security program; 

 (9) review the program at least annually and whenever business changes 
could impact security; and 

 (10) document responses to incidents.

 Similarly, the Sec and cFTc adopted “red flag” rules that became effec-
tive May 20, 2013, with compliance required by november 20, 2013.11  like 
the FTc’s long-standing red flag rules, the Sec/cFTc rules require a wide 
variety of companies to adopt identity Theft protection programs that iden-
tify warning signals that should alert companies to the risk of identity theft 
and mitigate any identity thefts that ultimately occur.  The red flags program 
must be approved by a company’s board of directors or a committee designated 
by the board.
 Both state and federal regulators have brought actions against companies 
that have failed to adequately implement these types of data protection re-
quirements.  For example, in 2012, the FTc charged epn, inc. with failure 
to have an appropriate security plan, failure to train employees, and failure 
to scan its networks to identify peer-to-peer applications.  a few areas of data 
protection failure are especially likely to draw attention: inadequate security, 
employee negligence, failure to train employees, failure to adhere to privacy 
policies, retroactive privacy policy changes, deceptive data collection, and in-
adequate disclosure of data collection practices.  
 The primary take away is that companies need to identify their legal 
requirements for data protection and then map their internal processes to 
determine whether they are currently in compliance.  Further protective mea-
sures, such as tracking digital information that leaves the company and evalu-
ating who is logging into the network, can be essential to preventing data loss.  
although many regulations only address personally identifiable information, 
piT (which includes information ranging from social security numbers to zip 
codes, depending on the regulation), companies should apply safeguards to 
all information of value, including their own intellectual property.
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faiLure to adoPt and imPLement a ComPreHenSive  
CyBer BreaCH reSPonSe PLan

 companies that fail to adopt and implement a comprehensive cyberbreach 
response plan should expect attention from the FTc.  The FTc has brought 
40-plus actions against companies for data breach, across a wide variety of in-
dustries.  For example, the FTc sued wyndham Hotels for alleged data security 
failures that allowed hackers to breach its systems three times.  wyndham has 
fought this lawsuit in the u.S. district court in new Jersey, arguing that it had 
reasonable security practices.  The court’s decision is expected any day and will 
likely impact the security policies of companies throughout the country.  The 
causes of the breaches the FTc has prosecuted, like those at the wyndham 
Hotels, have ranged from cyber attacks to negligent employees.  in nearly every 
case, the FTc has imposed a standard penalty: “implement a comprehensive 
information security program and . . . obtain independent, third-party security 
audits every year for twenty years.”  Thus, a single incident of breach may result 
in at least 20-years of enhanced FTc scrutiny.
 To avoid such prosecution, companies should adopt and implement a 
comprehensive cyber-breach response plan.  The plan should be vetted by the 
board or its designated subcommittee and should be tested regularly.  There 
should be a single point of contact for coordinating the company’s response 
to the cyber incident, and outside counsel should be retained immediately 
to provide legal advice and the protection of work product privilege.  with a 
previously established cyber-breach response team that includes stakeholders 
from the iT, legal, and finance departments and senior executives designated 
by the board, the company should be prepared to contain the breach, co-
ordinate with law enforcement, and develop a communication strategy to 
minimize any public relations damages resulting from the breach.

faiLure to Provide ProPer notifiCation of a materiaL 
CyBer BreaCH or otHer inCident PurSuant to State Law 
and otHer reguLationS

 Failing to provide proper notification of a cyberbreach is a mistake that 
could be costly.  nearly every state in the union has some form of data breach 
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notification statute, but the statutes vary widely.  Some states require notice 
simply upon “reasonable belief ” that pii has been accessed while other states 
require notice only when companies have found risk of misuse or harm with 
respect to such data.  although the vast majority of these statutes do not pro-
vide a private right of action (i.e., do not allow private citizens to sue based on 
the particular statute), all are enforceable by a state official, typically the state 
attorney general.
 Such enforcement actions can be costly to companies.  For example, 42 
state attorneys general entered into a $12.25 million settlement with The 
TJX companies, inc. as a result of a massive data breach that exposed over 
90 million transaction records.  Similarly, choice point entered into a $15 
million settlement with the FTc and a further settlement with 44 state attor-
neys general requiring the company to make multi-million dollar operational 
changes to its business.
 companies should carefully consider when notification is necessary, who 
must be notified, and what the contents of the notification must be – and 
they have very little time to make this evaluation, since some statutes require 
notification within 24 hours.  additionally, implementing preventive mea-
sures, such as credit monitoring for affected consumers, result in a six-fold 
lower risk of being sued in federal court.12

faiLure to monitor and diSCLoSe CyBerSeCurity riSkS 
and inCidentS aSSoCiated witH SignifiCant tHird-Party 
ServiCe ProviderS and BuSineSS PartnerS

 in addition to monitoring and disclosing its own cybersecurity risks and 
incidents, a company must also monitor and disclose the cybersecurity risks 
and incidents associated with its significant third-party service providers and 
business partners, and may be subject to enhanced regulatory scrutiny for 
failing to monitor and disclose such risks.  companies increasingly rely on 
third parties for critical aspects of their businesses, including those involving 
key data and electronic infrastructure.  companies also frequently depend 
on third parties for the encryption and authentication technologies used to 
securely store and transmit confidential information.  as such, the cyber-
security risks and incidents associated with a company’s third-party service 
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providers and business partners may significantly impact its operations and 
the safety of its data.  in light of this risk, regulators, including the Sec, have 
requested that disclosures be made with respect to the cybersecurity risks and 
incidents of a company’s significant third-party service providers and business 
partners and the potential impacts of such risks on the company itself.  Simi-
larly, the FTc has prosecuted companies for failure to adequately safeguard 
data accessed by third parties.  For example, in In the Matter of MySpace, LLC, 
in 2012, the FTc prosecuted MySpace for “constructive sharing”—the shar-
ing of pii with third parties that can be used by third parties to access pii.
 Thus, to avoid regulatory scrutiny with respect to the actions and inac-
tions of third parties, companies should carefully monitor and disclose the 
cybersecurity risks and incidents associated with their third-party service 
providers.  They should also incorporate and address such risks as part of 
their comprehensive cybersecurity risk management and data protection pro-
grams, and these risk management plans should be reduced to contract with 
all third-parties that handle company data.

noteS
1 according to the department of Homeland Security’s industrial control 
Systems cyber emergency response Team, the number of cyberthreats to 
critical u.S. infrastructure by mid-2013 has already exceeded the total number 
of incidents in 2012.  alexei alexis, DHS Report Shows “Troubling” Cybersecurity 
Trend, Carper Says, BloomBerg BNA FederAl CoNtrACts report, July 9, 2013.
2 See, e.g., proclamation no. 13636, 78 Fed. reg. 11739, 2013 wl 596302, at 
*11739 (Feb. 12, 2013).
3 See, e.g., letter from Senator John d. rockefeller iV, chairman, u.S. Senate 
comm. on commerce, Sci., & Transp., to Mary Jo white, chairman, Sec 
(apr. 9, 2013), available at http://www.commerce.senate.gov/public/?a=File.
Serve&File_id=49ac989b-bd16-4bbd-8d64-8c15ba0e4e51 (last visited June 30, 
2013).
4 letter from Mary Jo white, chairman, Sec, to Senator John d. rockefeller 
iV, chairman, u.S. Senate comm. on commerce, Sci., & Transp. (May 1, 
2013), available at http://www.commerce.senate.gov/public/?a=File.Serve&File_
id=7b54b6d0-e9a1-44e9-8545-ea3f90a40edf (last visited June 30, 2013). 
5 17 c.F.r. § 229.503(c).
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6 Securities & exchange commission, cF disclosure Guidance: Topic no. 2, 
Cybersecurity  (oct. 13, 2011), available at http://www.sec.gov/divisions/corpfin/
guidance/cfguidance-topic2.htm (last visited aug. 7, 2013).
7 letter from Mary Jo white, chairman, Sec, supra note 4, at 1.
8 Id. 
9 15 u.S.c. § 45(n).
10 Some examples include the cable communications policy act, can-SpaM 
act, children’s online privacy protection act, computer Fraud and abuse act, 
drivers privacy protection act, employee polygraph protection act, Fair credit 
reporting act, Family education rights and privacy act, Foreign intelligence 
Surveillance act, Stored communications act, Telephone consumer protection 
act, Video privacy protection act, and countless others.
11 17 c.F.r. pts. 162, 248.
12 romanosky, Sasha, et al., Empirical Analysis of Data Breach Litigation, June 
1, 2012, available at http://weis2012.econinfosec.org/papers/romanosky_
weiS2012.pdf (last visited aug. 6, 2013).


