CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 1 of 97

EXHIBITB



CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 2 of 97

TARGET CORPORATION

REPORT OF THE SPECIAL LITIGATION COMMITTEE

MARCH 30, 2016



CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 3 of 97

EXECUTIVE SUMMARY ...ttt e 1
I. Target Corporation History ..............ccccoooiiiiiiiiii e, 3
II. Target’s Data Breach and Customer Notification ..., 4
A. Discovery of the Data Breach .........oooveeiieiiiiiiiniiii 4

B. Customer Notification of the Data Breach .......ccccocvvivvviiniiiiiiiiiiies 6

III. Derivative Lawsuits and Demand..............c.cccccooiiiiiiiiiiniiiiiiiiien e 8
A, Derivative LAWSUILS ....oouieeiiiieiieeieeceie ettt st s ees 8

1. Shareholder Derivative Actions in Federal Court...........coccoooiiiiiiiiiiiniinn, 8

a. Individual Federal Derivative Complaints .........cccocceeveveneiniiiniinneinecieinicnnn. 8

b. Consolidated Shareholder Complaint .........ccccerieeriiriinienieeniecceeeeeeeee s 9

2. Shareholder Derivative Action in State COurt .......cocoveriiiiiiiiiiiiiiiiieiee e 11

B. Shareholder Demand............coovieiieiiiiieiiee e s 12

C. Individual Defendants ...........cocoecieiviiiriieeiieiieeectee et 13

1. Director Defendants ..........ccooieereiereeniiiiernicrceeeie e 13

2. Officer Defendants ........c..eoeeeerieererieteecet et 19

IV. Post-Breach Election of Directors..........c..ccccooiiiiiiiiiiiiiice e 21
V. Related Litigation and Investigations .................cccccoiiiiiiiniiii e 23
A. Private Litigation — Class Action LaWsSUitS......cocceerverrriniiiniiniiniiiiiiiccee e 23

1. Federal Consumer Class ACHON. ......oetireiieriiieiieireeee et 23

2. Federal Financial Institution Class Action and Card Assessments.............ccceceeennens 24

B. Administrative INVEeStationS........cocvivierieeierieriieeeeiett ettt s 26

C. Canadian Putative Class ACHOMN ...ceecveevereeiieeiieeiirteeecie st 26

D. Congressional COMMITIEES ....c..eevrererierriereenieetieeeeee et s 27

V1. The Special Litigation Committee ..................ccccooiiiiiiiiiiiiiiii 28



CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 4 of 97

A. Establishment of the SLC.........coiiiiiiiiee s 28

B. The SLEC’S MEMDETS ...uveiiiiiiiiieieesee ettt s s 28

1. The Honorable Kathleen A. Blatz.........coocveiiiiiiieiiiiieer e 29

2. Professor John H. MatheSon .........cccooveiiiiiiiiiniiiiicecececcceic e 30

C. Retention 0f COUNSEL...ccuiviiiieiieiier ettt e sre s 31

D EXPEITS oottt ettt s et e e e sar e e saee e sanr s 33

1. Evan B. Francen, CISSP CISM ...t ts vt v aaereeeinnens 33

2. William E. MCCIACKEN .....voeviiiiieireeiie ettt st 34

VII. Overview of the SLC’s Investigative Methodology......................i 35
AL DOCUIMENLS .ottt e s s re s 35

B TNEETVIEWS ..ttt ittt ettt et ses et ae et ne e s aeenee s naeeebaesas 40

C. SLEC MEELINEZS .cuveeeurieiiiarieiiieeieeertesstaesseeareeeareeeabeesteeesbeesbetesseessbeesesaestenreeseneeannenasaesaeeens 42

D. Analysis and DeliDerations ............eevrereerieiiiieiiieeeee ettt sene e sre e ens 43
VIII. Regulation of Information Security ............cooceiiiiiiiiiiiecc e, 45
A. The Payment Card Industry Data Security Standard (PCI DSS) ..ccccooviiiiiiiicicineen. 45

B. State and Federal Regulation of Information Security........c.ccccooiiiiiiiiiiciiiiniiinan 46

IX. Target’s Pre-Breach Information Security Program.....................c.coi 49
A. Administrative Structure of Target’s Information Security Program ............ccccceveenneee. 49

1. Target Information Protection (TIP) .......ceeeeiiiiiiiiiiicc e, 49

a. Vendor Assessment and Management Team ..........ccoocoeviviiiiiiiiininincccnnnens 50

b. Risk Review COMMIEER ......ceeruiiriiiiiienienieeiie e 51

C. INtaKe T@AM ...oiiuiiiiicieeie e e 52

2. Target Technology Services (TTS) . oottt 52

a. Security Operations Center (SOC) .....cooviiviiiiiiiiienieie e 53

b. REd TCAM ittt 54

il



CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 5 of 97

3. Corporate Security and Information Security Investigations (ISI) ......................... 54

B. Cybersecurity Program GOVETINANCE .........ccecveeeniiiiiiiiiiiiiiiiiinirinie i s e 55
C. Policies and Procedures..........cccovieviieieiinieniiiieiiniiie et 55
1. Target Information Protection Program Charter..........ccccoecevvniiiniiniiiininiiinnnn. 56

2. Target Information Protection POliCY ......cccocoriiiiiniiiicicicec, 57

3. Target Information Protection Standard ...........ccccooeviniiiiiiiiiniiiiie i, 57

4. Information Classification and Handling Job AidS......cc.cccceeveiniinniiciniancnnnn 58

5. TTAIMINE ..cvvieereetieeetee et e cre et e eeveeteesiee e teese bt e s e sbee e sbee e bt eaeeesreenneesanesteesaeemmnesaneeritess 58

D. Technical Safeguards in P1ace ........cccoceoiiiiiiriiniiiicccet e 59
1. Vulnerability SCanning ..........ccocevcevieiiniiiniiniiiiii e 60

2. Penetration TESHING ....ccuiviiieiiiiiie et st 60

3. Application Security TESHNEZ ...oovoeeerieiieeireeieeieene st 61

E. Physical Safeguards in P1ace ..........oocuveiiiiiiiiiiiicie e 61
F. Internal and External Validation of Safeguards..........ccccoocviviiiiiiiiiiiniiiniiiiiiie 61
1. Internal and External AUditors.......cccoeeroirerieiiiiiiiniiiie it 62

2. COMPHANCE ....vvieevreeirectiie et eite et e e e s et e e st e et e eenteeseeesabesneste e nreenseeesneennesnaasanas 63

3. Third-Party CONSUING .....cevieiiiiieieeieneeceeeee ettt e 64

G. Data Security Spend and Headcount...........ccccceveieinieiiiiiiiiiicienccecieceeen 65
H. Pre-Breach Board Governance...........oceeeiieeiiieiniiniiiiiiiciic e 66
X. Target’s Post-Breach Modification of its Information Security Program....................... 68
A. Post-Breach Technical ENhancements ........cccocuervciieriiiiiiiiiiiiiiieeeniee e 68
B. Post-Breach Administrative and Structural Changes ...........ccecceeeeiniiiiincniiiniiiiinnnn, 69
C. Post-Breach Personnel Changes..........coovueeeeiiiiniiiiniiciiiic it 71
D. Post-Breach Reporting and Oversight Changes.........c..cceceevierieriieenecnieneeenee e 72
E. 2015 Board Governance RestruCturing .........o.coeveviiiiiiiiiiiiiiiniiiiiic e 73

iii



CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 6 of 97

XL Core Legal Principles..............ooiiiiiiiiiiiiciceccriece e 76
A. Law Governing Proceedings of an SLC ......cocoviviiniiiiiiniiiieeceee 76

B. Legal Principles Applicable to the Demand and Derivative Complaints............cccc........ 77

1. Standard of Conduct, Exculpation, and Indemnification............cocccoeerenrnccrcenenns 77

a. Fiduciary Duties 0f DIFECLOTS ...couveiierieieereieene ettt st nee s 77

b. Fiduciary Duties of OffiCers......covuremiiiiiiiiiiiiiiiiciieneiceteeeec e 81

2. Oversight Responsibility Generally ........cceeeeviiereiciiienineinccinceenec e 82

3. Gross Mismanagement, Abuse of Control, and Duty of Candor..........cccocevrvnnnee. 84

4. COrPOrate WASEE......cveiiiciieeriieerirreriee ettt etee sttt st be e esmeae e s sare s sanas 85

5. RESHULION ..eciiieiireieeieeeie et s bt 86

6. Securities MiSIepreSeNntation ..........cecviererirereeiririeeirenreenivtene e s 87

XII. Factors Taken into Consideration by the SLC ....................i, 87
XIIL. The SLEC’S ConclUSION.........cccvviiiiieiiiieiciit et s 91

v



CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 7 of 97

EXECUTIVE SUMMARY

In the three week period between November 27 and December 18, 2013, Target
Corporation experienced a data breach in which a hacker stole the payment card data of up to 40
million of its customers and stole personally identifiable information—specifically names,
residence addresses, phone numbers, and/or email addresses—of up to 70 million of its
customers. The announcement of the breach led to widespread media attention, negatively
affected Target’s sales, and had an immediate and detrimental effect on Target’s reputation with
consumers. As a result, congressional committees sought testimony and information from
Target, regulatory agencies began investigations, and private litigants initiated claims.

Among those private litigants were six Target sharcholders. One made a derivative
demand on Target’s Board of Directors that it investigate and bring actions against the Board
members and the company’s CEO, CFO, and CIO. The others sued the Board members and
officers in five derivative lawsuits. Four of the lawsuits were brought in United States District
Court for the District of Minnesota and were ultimately consolidated. One was brought in
Hennepin County District Court for the State of Minnesota.

The crux of the claims made in the demand and the lawsuits is twofold: that Target’s
officers and directors—in conscious disregard of their duties—breached their fiduciary duties to
Target by 1) failing to oversee Target’s information security program and 2) failing to give its
customers prompt and accurate information in disclosing the breach.

In response to the derivative lawsuits and demand, Target’s Board of Directors formed
this Special Litigation Committee (the “SLC”) composed of two Minnesota jurists—Chief
Justice Kathleen Blatz, ret., and Professor John Matheson. The SLC’s members were not Target

Board members and did not have any material connections to Target, its officers, or its Board of
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Directors. The Board invested the SLC with complete power and authority over this matter,
including the unrestricted power to investigate and evaluate the claims made against the officers
and directors, to determine whether and to what extent it would be in Target’s best interests to
pursue any of the claims raised by any of the shareholders, and to respond to the shareholders’
demand and lawsuits.

Over a period of twenty-one months, the SLC investigated and evaluated the claims made
in the demand and derivative complaints. During that time, with the assistance of independent
counsel, it searched databases containing hundreds of thousands of documents, reviewed
thousands of documents, interviewed 68 witnesses, received information and opinions from
independent experts it hired, considered the applicable law, and deliberated. In its deliberations,
the SLC considered whether valid legal claims exist; it also undertook a comprehensive
weighing and balancing of the legal, ethical, commercial, professional, public relations, fiscal,
and other factors common to reasoned business decisions in deciding whether it would be in
Target’s best interests to pursue claims against the officers and directors named in the demand
letter and derivative complaints. The SLC has concluded that it is not in Target’s best interests
to pursue such claims.

Consequently, under the plenary power granted by Target’s Board of Directors, the SLC
will notify the shareholder who made the demand that Target will not pursue an action against
current and former directors and officers. The SLC also will seek the dismissal of the derivative

cases pending in state and federal court.
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I. Target Corporation History

In May of 1961, the Dayton Company, a department store retailer incorporated in
Minnesota in 1902, announced its plans to form a new discount chain store. Approximately one
year later, on May 1, 1962, Dayton’s opened its first Target store in Roseville, Minnesota. By
the end of 1962, three additional Target stores had been opened in St. Louis Park, Crystal, and
Duluth. In 1966, the first Target store outside of Minnesota was opened in the Denver metro
arca. Meanwhile, Dayton’s had itself become a national retailer; and, on October 18, 1967,
Dayton Corporation’s stock went public.

Two years later, Dayton Corporation acquired J.L.. Hudson Company and became the
Dayton-Hudson Corporation. By 1979, Target Stores, one of the Dayton-Hudson Corporation’s
five autonomous divisions, reached $1 billion in annual sales. In 1990, Dayton-Hudson
purchased Marshall Field & Company, a Chicago-based department store, making Dayton-
Hudson the largest department store company in the Midwest. By 2000, the Target Stores’
revenues and profits had eclipsed those of the department stores; and, on January 30, Dayton-
Hudson Corporation changed its name to Target Corporation.

Meanwhile, Target launched its first store credit card, known as the Target Guest Card, in
1995. Target followed in 2001 with the Target Visa® Credit Card, the first company credit card
to be accepted at major retailers nationwide. Renamed REDcards in 2004, the portfolio of credit
products was expanded to add the Target Check Card in 2007.

Today, Target Corporation, headquartered in Minneapolis, Minnesota, is a Fortune 50
company. Target is the nation’s sixth largest retail company with sales of $73.8 billion for the

fiscal year ending January 2016. As of January 30, 2016, Target employed approximately
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341,000 people,' operated approximately 1,800 stores in the United States, and had 38

distribution centers in the United States.

II. Target’s Data Breach and Customer Notification

On November 12, 2013, a hacker entered Target’s system using credentials that it stole
from one of Target’s HVAC and refrigeration vendors. The hacker installed malware on
Target’s United States point-of-sale registers and stole payment card data for up to 40 million
credit and debit card accounts of customers who shopped at Target’s United States brick-and-
mortar stores between November 27 and December 18, 2013. The hacker did not obtain
payment card data from individuals who shopped only at Target Canada stores or on Target.com
during the period.

The hacker was also able to access a database that contained the names, email addresses,
phone numbers, and/or physical addresses of up to 70 million Target shoppers and was able to
extract that information as well.

A. Discovery of the Data Breach

On December 12, 2013, the United States Department of Justice notified Target that it
had discovered the black market sale of large batches of payment cards whose common
denominator was that they had been used at Target stores. Target immediately began
investigating its systems to determine whether they had been compromised. Target
representatives met with the Department of Justice and the Secret Service on December 13,
2013. Target senior executives were notified of the potential issue later that evening.

On December 15, 2013, Target confirmed internally that a hacker had infiltrated its

network, installed malware on over 40,000 of its point-of-sale registers, and extracted customer

' Employment levels peaked at roughly 390,000 employees during the 2015 sales period
from Thanksgiving to the end of December.
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payment card data. The malware installed by the hacker captured payment card data from the
magnetic strip of cards immediately after a card was swiped but before Target’s system
encrypted the data. On December 15, within twelve hours after they identified the malware,
Target’s forensic personnel removed the malware from almost all of the registers.” On
December 18, Target disabled the malware on the remaining registers.

Although the hacker captured the information contained on the magnetic strip of both
credit and debit cards, debit-only cards cannot be used without the associated PIN data.
Although the hacker was able to remove PIN data, the data had been encrypted and the
encryption key required to decrypt it could not be accessed through Target’s network. Because
the PIN data was encrypted, Target notified the public and its customers that the debit card
accounts themselves were not compromised. The Target breach has not led to increased fraud on
those debit cards.

During its investigation, Target also discovered that the hacker had stolen, in addition to
payment card data, personal information of a large number’ of Target customers contained in an
internal Target database. The information extracted included customers’ names, phone numbers,
email addresses, and/or physical addresses. It did not include driver’s license data, social

security numbers, credit scores, pharmaceutical information, or health information.

2 Approximately 25 registers were offline from Target’s system when the initial malware
removal took place on December 15 and thus were not secured until December 18. Payment
card data used in transactions made by 56 customers during December 16 and December 17 was
stolen prior to Target’s disabling the malware on one of those remaining registers.

> The hacker stole approximately 70 million records from the database. Because many
records were old, duplicative, or otherwise incorrect, Target does not know exactly how many
individuals from this database had their information compromised. Target’s Board of Directors
and Target management ultimately chose to disclose that up to 70 million customers’
information was potentially compromised because that number had been determined to be the
logical maximum.
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Target senior management and members of the Executive Committee were provided
updates in real-time and continued to evaluate the situation by meeting several times a day in the
period immediately following the discovery of the breach. Management notified the Board of
Directors of the data breach on December 18. Thereafter, management kept the members of its
Board of Directors apprised of developments with daily emails and frequent telephone calls.

B. Customer Notification of the Data Breach

On December 15, after Target had internally confirmed the existence of malware
designed to capture payment card data on store registers and had removed most of the malware
from the registers, management began preparing to notify the public of the breach. Although its
investigation was incomplete and ongoing, Target management knew that a large number of
payment cards had been stolen and knew that Target would have to make a large number of
important communications regarding the data breach. While management’s goal was to have
Target make timely, truthful, and transparent disclosures, management believed it would be
harmful to make a public disclosure before Target was prepared. From December 15 through
December 18, Target’s actions included gathering accurate details about the breach, sending
contractually required alerts to payment processors and card networks, expanding Target’s
ability to notify customers through its call centers and guest service and registry departments,
retaining legal counsel to prepare for potential litigation, and working with legal counsel to
ensure Target was complying with the laws of forty-seven states and the District of Columbia
governing data breach notification. Target also collaborated with the Secret Service and other
authorities to assist those authorities in their investigations and engaged a third-party firm to
perform an independent forensic investigation of the breach as required by Target’s agreements

with the payment card networks.
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From the time it was first notified of the breach, the Board encouraged management to
make early public disclosure. The Board’s position on early disclosure was taken despite the
uncertainty surrounding some factual details and despite Target’s not having completed all
preparations.

On the afternoon of December 18, while Target was preparing to notify the public of the
breach, a cybersecurity blogger named Brian Krebs made the first public report that Target had
been breached. A number of major media outlets picked up on Krebs’s report.

The next day, Target provided broad public notice of the breach on its website, through
the media, and by using social media outlets. In addition to broad public disclosure, on
December 19 and 20, Target also directly notified roughly 17 million customers by email.
Target also provided its REDcard holders with additional information relating to their cards in
emails sent on December 23 and 24.

As soon as the news hit, customers started calling Target. At peak, Target was fielding
calls from approximately 50,000 people per hour.

Target continued its forensic investigation while updating the public with relevant
information. On January 9, 2014, Target’s investigation confirmed that the hacker, in addition to
stealing payment card data, had also taken customers’ personal information. The next day,
Target notified the public of its discovery that up to 70 million of those customer records had
been stolen. Target made the information available on its website and also sent notices by email.
In providing notification, Target again sought to comply with all forty-seven states’ laws as well

as those of the District of Columbia.
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In its communications, Target offered all customers who had ever shopped in United
States stores one year of free credit monitoring and identity-theft protection. Approximately 2.5

million customers redeemed the offer.

III. Derivative Lawsuits and Demand®

A. Derivative Lawsuits

1. Shareholder Derivative Actions in Federal Court

a. Individual Federal Derivative Complaints

Shortly after Target issued its initial press release confirming the data breach, shareholder
Robert Kulla filed the first shareholder derivative suit arising out of the data breach in United
States District Court for the District of Minnesota. Kulla’s suit was brought against Target
Board members and certain officers and sought corporate changes and damages. Three other
federal derivative complaints soon followed.’

All four shareholders named as defendants Gregg W. Steinhafel, Target’s Chairman,
Chief Executive Officer, and President, and Beth M. Jacob, its Chief Information Oftficer, along
with the entire Board of Directors at the time of the breach: James A. Johnson, Solomon D.
Trujillo, Anne M. Mulcahy, Roxanne S. Austin, Calvin Darden, Mary E. Minnick, Derica W.
Rice, John G. Stumpf, Douglas M. Baker, Jr., Henrique De Castro, and Kenneth L. Salazar. Two

of the shareholders, Maureen Collier and the Police Retirement System of St. Louis, also named

* The operative shareholder complaints as filed are attached at Appendix A. The demand
letters are attached at Appendix B. Although summarized in this report, the SLC read and
considered the demand letters and the complaints in their entirety.

> Kulla v. Steinhafel, et al., 14-cv-203 (PAM/JIK), filed Jan. 21, 2014;

Davis v. Steinhafel, et al., 14-cv-261 (PAM/JJK), filed Jan. 28, 2014;

Collier v. Steinhafel, et al., 14-cv-266 (PAM/JIK), filed Jan. 29, 2014; and

The Police Retirement System of St. Louis v. Steinhafel, 14-cv-551 (PAM/JIK), filed Feb. 27,
2014.
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John J. Mulligan, Target’s Chief Financial Officer, as an individual defendant. All shareholders,
as is procedurally required, named Target as a nominal defendant.

Three of the complaints, those of Kulla, Davis, and the St. Louis Police Retirement
System, are all but identical (the “Kulla complaints™), although the St. Louis Police Retirement
System’s complaint differs in that it added a specific claim against the members of the Audit
Committee and also added a number of factual allegations. The Kulla Complaints and Collier all
gencrally alleged that the officer and director defendants (1) caused or allowed Target to have
inadequate controls over the information security program and (2) caused or allowed Target to
make untimely or misleading public disclosures that concealed the full scope of the breach.

The complaints contained allegations that the individual defendants, by causing or
allowing the data breach, breached their fiduciary duties of good faith, due care, and loyalty.
Collier also added claims of breach of the duties of oversight, fair dealing, and candor and
included a cause of action for gross mismanagement and abuse of control. All the initial
complaints alleged that the individual defendants wasted corporate assets and all sought cash
payment6 from the individual defendants and reformation of internal controls, policies, and
practices.

b. Consolidated Shareholder Complaint

On April 14, 2014 the Court ordered the consolidation of the four federal derivative
cases.” On July 18, three of the derivative shareholders filed their consolidated complaint.® That

consolidated complaint generally alleged that the individual defendants wasted corporate assets

® The cash demand was for money damages, restitution, or both.
7 Davis, et al. v. Steinhafel, et al., 14-cv-00203 (PAM/JIK).
¥ Kulla was no longer a named plaintiff as of July 21, 2014.

9



CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 16 of 97

and breached their fiduciary duties of loyalty, good faith, and due care through wrongful acts and
omissions, including the following:

o failing to “implement and oversee the people, policies, and procedures” necessary to
successfully run Target’s data security program;

e failing to ensure Target had formal data security risk management guidelines, policies,
and procedures in place and failing to monitor or oversee any such systems that were in
place;

e failing to establish and monitor an adequate corporate governance system to address data
security issues;

e ignoring red flags, including published papers on security threats and a 2007 attack on
Target’s computer systems;

e failing to ensure that Target followed standard information technology practices;
e failing to put the proper people in the proper positions to manage data security risks;

e failing to ensure that Target complied with applicable industry standards, laws, and
regulations;

e failing to direct the company to timely and adequately notify the public of the breach,
both in the company’s initial and ongoing breach communications; and

e conspiring with or aiding and abetting one another to disguise the violations of law,
breaches of fiduciary duties, and waste of corporate assets previously alleged.

The shareholders claim that as a result of those failures Target suffered substantial
damages, including lost revenue and profit, investigation expenses, capital expenses due to a
credit downgrade, costs incurred as a result of class action lawsuits brought by financial
institutions and consumers, and payments of compensation and benefits to individual defendants
who breached their fiduciary duties.

The consolidated complaint pleads the causes of action in two counts. Count I sets out
claims against the officers and, separately, the directors. The officers, it is alleged, breached
their fiduciary duties of loyalty and care by knowingly or in conscious disregard of their duties

(1) failing to implement a system of internal controls to protect customers’ information; (2)

10
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failing to oversee the inadequate controls; and (3) causing the company to conceal the full scope
of the breach. The directors are alleged to have breached their duty of loyalty’ by making the
same mistakes with the same state of mind.

Count II of the consolidated complaint alleges a cause of action for waste of corporate
assets. Plaintiffs allege the waste included: (1) failing to implement controls to prevent the
breach causing the attendant losses and expenses; and (2) paying salaries and bonuses to the
officers and directors who breached their fiduciary duties.

The relief sought in the amended complaint is that the individual defendants be ordered to
pay monetary damages and restitution and that the Board and officers be ordered to reform
corporate governance policies and internal procedures to protect the Company and its
shareholders from another breach.

The action was stayed on June 23, 2014 pending the outcome of the SLC’s investigation
and report.

2. Shareholder Derivative Action in State Court

On February 6, 2014, shareholder Beth Koeneke filed a shareholder derivative lawsuit in
Hennepin County District Court for the State of Minnesota against the eleven Target directors
named in the federal suits, two Target officers (Steinhafel and Jacob), and Target as the nominal

defendant.'

® Although in the early paragraphs of the consolidated complaint it is alleged that the
officers and directors breached the duties of loyalty, good faith, and due care, in the count of the
consolidated complaint separately setting forth the claim of breach of fiduciary duty, neither the
officers nor the directors are charged with a lack of good faith and the directors are not charged
with a lack of due care.

' Koeneke v. Austin, et al., Case No. 27-cv-14-1832.

11
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Koencke generally alleged, like the federal derivative shareholder plaintiffs, that the
individual defendants failed to implement a system of internal controls, policies, and procedures
for the protection of customer data, failed to monitor those systems, and failed to direct Target to
promptly and accurately notify its customers about the data breach. She alleged three causes of
action: (1) a knowing, willful, or grossly negligent breach of the duty of loyalty; (2) the
commission of corporate waste; and (3) abuse of control. She too sought money damages and
corporate reforms.

In response to Koeneke’s complaint, on April 11, 2014, Target moved to stay the action,
or, in the alternative, to dismiss it. Target alleged that Koeneke failed to make a pre-suit demand
on the Board and her complaint failed to state a claim for which relief could be granted. The
parties stipulated that the action be stayed pending the outcome of the related federal cases, and,
on May 21, 2014, the Court granted the stay.

B. Shareholder Demand

On April 10, 2014, counsel for a sixth shareholder, the Paul Perry Revocable Living
Trust (the “Trust”), wrote to Steinhafel in his capacity as Target’s Chairman of the Board, Chief
Executive Officer, and President (the “Demand”). The Trust demanded that the Board
commence litigation against the Board members and three officers, including Steinhafel himself.
The Trust alleged that those individuals had breached their fiduciary duties of good faith, loyalty,
and due care by, among other things, consciously disregarding red flags regarding data security
risks, directing Target to inadequately and improperly communicate with customers regarding
the data breach, failing to establish and maintain adequate internal controls, and causing the
issuance of misleading financial statements. The Trust specifically criticized members of the

Board’s Audit Committee because it was charged with (1) ensuring Target complied with legal

12
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and regulatory requirements, (2) monitoring Target’s internal controls, and (3) overseeing
Target’s risk management practices.

The Trust alleged that these and other failures led Target to incur substantial damages.
The Trust requested that the Board undertake an internal investigation into the alleged violations
and commence a civil action against the identified individuals to recover damages for Target.

On May 21, 2014, counsel sent a supplemental letter on behalf of the Trust, which added
the following requests to its Demand: (1) that the Board deny Steinhatfel severance benefits after
his resignation; and (2) failing that, that the Board and Steinhafel enter into a standstill
agreement (or “freeze”) to hold payment of his severance benefits in abeyance during the
investigation of the Demand and the resulting legal action, if any. The Trust further requested
that any benefits already provided to Steinhafel be returned to Target immediately.

C. Individual Defendants

1. Director Defendants

The current and former directors listed below are named in the Demand and in each of
the shareholder derivative complaints.

Roxanne S. Austin has served on Target’s Board of Directors since 2002. At various
times during her tenure, Austin has been a member of Target’s Governance Committee, Finance
Committee, and Audit Committee. She chaired the Audit Committee for approximately ten
years. She currently chairs the Infrastructure and Investment Committee and serves on Target’s
Audit and Finance Committee and its Risk and Compliance Committee. From May to August
2014, Austin held the position of the interim Chair of Target’s Board of Directors. When she
joined the Target Board, Austin was President and Chief Operating Officer of DIRECTV, Inc., a

position she held from June 2001 to December 2003. Since then, Austin has served as President
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of Austin Investment Advisors, a private investment and consulting firm. Austin began her
career at Deloitte & Touche LLP after carning a bachelor’s degree in accounting from the
University of Texas at San Antonio in 1982. Currently, Austin also serves on the boards of
Abbott Laboratories, AbbVie Inc., Teledyne Technologies Incorporated, and LM Ericsson
Telephone Company.

Douglas M. Baker, Jr. joined Target’s Board of Directors in March 2013. He has
served on Target’s Audit Committee, Nominating and Governance Committee, and
Compensation Committee. He is currently a member of the Human Resources and
Compensation Committee and the Nominating and Governance Committee. Baker is Target’s
Lead Independent Director. After earning an undergraduate degree from the College of the Holy
Cross in Worcester, Massachusetts in 1981, Baker joined Proctor & Gamble, where he worked
until he joined Ecolab, Inc. in 1989. Ecolab is a Fortune 500 company that focuses on providing
water, hygiene, and energy technologies and services. Baker became Ecolab’s Chief Executive
Officer in July 2004 and Chairman of its Board in May 2006. He also serves on the board of
U.S. Bancorp.

Calvin Darden has served on Target’s Board of Directors since 2003. At various times
during his tenure on the Board, Darden has been a member of the Compensation Committee, the
Nominating and Governance Committee, and the Corporate Responsibility Committee. Darden
presently serves on the Human Resources and Compensation Committee and the Nominating and
Governance Committee. Darden began his career at United Parcel Service, Inc. (UPS) as a part-
time package handler in 1971. He worked there while earning a Bachelor of Science in business
administration from Canisius College in Buffalo, New York. After graduating, Darden joined

UPS as a full-time employee. He then held a number of positions at UPS, ultimately becoming
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Senior Vice President of U.S. Operations. Darden held that position from January 2000 until his
retirement in 2005. Since 2005, Darden has held positions as Chairman of The Atlanta BeltLine,
Inc. and Darden Development Group, LLC. He is currently Chairman of Darden Putnam Energy
& Logistics, LLC. Darden also currently serves on the boards of Cardinal Health, Inc. and Coca-
Cola Enterprises.

Henrique De Castro joined Target’s Board of Directors in March 2013. He has served
on Target’s Corporate Responsibility Committee, Nominating and Governance Committee, and
Finance Committee. De Castro presently is a member of the Human Resources and
Compensation Committee and the Infrastructure and Investment Committee. At the time he
joined the Target Board, De Castro was serving as Chief Operating Officer of Yahoo! Inc. He
held that position from November 2012 to January 2014. Before that, he worked for Google,
Inc. in a number of roles, including, from March 2012 to November 2012, as President of Partner
Business Worldwide; from June 2009 to March 2012, as President of Global Media, Mobile &
Platforms; and from July 2006 to May 2009, as Managing Director of European Sales.

Originally from Portugal, De Castro carned a degree in business administration from the
University of Lisbon and an M.B.A. from the International Institute for Management
Development in Lausanne, Switzerland.

James A. Johnson served on Target’s Board of Directors from 1996 until his retirement
in June 2015. Johnson was a member of the Corporate Responsibility Committee for nearly all
of his twenty-year tenure. He also served on the Compensation, Finance, and Governance
Committees, all of which he chaired at some point. Johnson served as Target’s Lead
Independent Director from 2005 until March 2015. He retired from the Board three months

later, in June 2015. Shortly before retiring, Johnson chaired the Compensation Committee and
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served on the Corporate Responsibility Committee. Johnson earned a degree in political science
from the University of Minnesota in 1966 and a Master of Public Affairs from the Woodrow
Wilson School at Princeton University in 1968. Johnson then held a variety of
governmental/political positions and is a former CEO of Federal National Mortgage Association
(Fannie Mae). In 2000, Johnson founded Johnson Capital Partners, a private consulting
company, and remains its chairman. Johnson was also Vice Chairman of Perseus, LLC, a
merchant-banking private-equity firm, from April 2001 to June 2012. Johnson currently serves
as a director at Goldman Sachs Group, Inc.

Mary E. Minnick has been a director since 2005. She served on the Corporate
Responsibility Committee from 2006 through 2014 and has also served on the Finance,
Governance, and Audit Committees at various times. Minnick presently sits on both the Audit
and Finance Committee and the Infrastructure and Investment Committee. At the time of her
election to the Board, Minnick was an Executive Vice President and the President of Marketing,
Strategy, and Innovation for the Coca-Cola Company. She worked at Coca-Cola for 23 years.
Minnick joined Coca-Cola after earning an undergraduate degree from Bowling Green State
University in 1981 and an M.B.A. from Duke University in 1983. In May 2007, Minnick left
Coca-Cola and became a partner in Lion Capital LLP, a London-based private equity firm, where
she remains today. In addition to serving on Target’s Board of Directors, Minnick also serves on
the boards of The Heineken Company and The WhiteWave Foods Company.

Anne M. Mulecahy has served on Target’s Board of Directors since 1997 and has served
on its Finance Committee, Corporate Responsibility Committee, Audit Committee, and
Nominating and Governance Committee. Her tenure includes time chairing the Nominating and

Governance and the Finance Committees. Mulcahy currently serves on the Human Resources
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and Compensation Committee (which she chairs), the Nominating and Governance Committee,
and the Risk and Compliance Committee. Mulcahy spent most of her career at the Xerox
Corporation. Mulcahy joined Xerox in 1976 after earning an undergraduate degree from
Marymount Manhattan College, volunteering for Teach for America, and working for Chase
Manbhattan Bank. Mulcahy held a number of positions at Xerox, ultimately becoming Chief
Executive Officer, a position she held from August 2001 to July 2009, and Chair of the Board
from January 2002 to May 2010. Currently, Mulcahy serves on the boards of Graham Holdings
Company, Johnson & Johnson, and LPL Financial Holdings Inc. In addition, she is currently the
Chair of the Board of Trustees of Save The Children Federation, Inc.

Derica W. Rice has served on Target’s Board of Directors since 2007. He has served on
the Governance, Finance, and Audit Committees. Rice now chairs the Audit and Finance
Committee and serves on the Risk and Compliance Committee. Rice earned a bachelor’s degree
in electrical engineering from Kettering University and an M.B.A. from Indiana University. He
began working for Eli Lilly and Company in 1990, where he held a variety of financial and
executive positions. In 2006, Rice became Eli Lilly’s Chief Financial Officer. He still holds that
position and is an Executive Vice President and a member of the Executive Committee there.
Rice served as acting Chief Executive Officer of Eli Lilly from May 2013 to July 2013 when its
permanent CEO underwent medical treatment. Rice currently serves on the boards of Indiana
University and the Center for Leadership Development.

Kenneth L. Salazar joined Target’s Board of Directors in July 2013. Upon joining the
Board, Salazar became a member of the Corporate Responsibility and the Nominating and
Governance Committees. He currently chairs the Risk and Compliance Committee and serves

on the Infrastructure and Investment Committee. Salazar earned an undergraduate degree from
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Colorado College in 1977 and a law degree from the University of Michigan in 1981. Salazar
served as the Attorney General for the State of Colorado from 1999 until 2005; as a United
States Senator from Colorado from January 2005 until January 2009; and as the United States
Secretary of the Interior from January 2009 until 2013. Salazar has also worked in the private
practice of law for a number of years and is currently employed as a partner at the law firm of
Wilmer Cutler Pickering Hale and Dorr LLP.

John G. Stumpf has served on Target’s Board of Directors since March 2010. Since
joining the Board, Stumpf has served on the Finance, Compensation, and Audit Committees. He
currently serves on the Risk and Compliance Committee, the Audit and Finance Committee, and
the Nominating and Governance Committee, which he chairs. When he joined the Target Board,
Stumpf was Wells Fargo’s Chairman of the Board, President, and Chief Executive Officer.
Stumpf had joined the Norwest Corporation, a predecessor to Wells Fargo & Company, in 1982
after he had earned an undergraduate finance degree from St. Cloud State University and an
M.B.A. from the Carlson School of Management at the University of Minnesota. Stumpf held a
variety of positions at Norwest, and later Wells Fargo, ultimately rising to his present position at
Wells Fargo. Stumpf also serves on the board of the Chevron Corporation.

Solomon D. Trujillo served on Target’s Board of Directors from 1994 until his
retirement in March 2014. At the time of his retirement, Trujillo had been the chair of Target’s
Corporate Responsibility Committee for nearly ten years and was on the Nominating and
Governance Committee. During his tenure, Trujillo also served on the Compensation, the
Finance, and the Nominating and Governance Committees. Trujillo earned both a bachelor’s
degree in business and an M.B.A. from the University of Wyoming. Upon graduating, Trujillo

began working in the telecommunications industry. Trujillo has held positions as the Chief
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Executive Officer of U.S. West, Orange S.A., and Telstra Corporation Limited,
telecommunications service providers respectively located in the United States, France, and
Australia. Trujillo currently serves as a director for WPP ple.

2. Officer Defendants

The current and former officers listed below are named in the Demand and the
consolidated shareholder complaint.

Gregg W. Steinhafel joined Target after obtaining an undergraduate degree from Carroll
University in 1977 and an M.B.A. from the Kellogg School of Management at Northwestern in
1979. Steinhafel held a variety of merchandising positions at Target and became the Executive
Vice President of Merchandising in 1994. In that position, Steinhafel worked with Target’s then
CEO, Bob Ulrich, to enhance Target’s branding efforts. In May 2008, Ulrich stepped down and
Steinhafel became President and Chief Executive Officer. Steinhafel added the title of Chairman
of the Board in February 2009, and served as President, CEO, and Chairman until his resignation
in May 2014. Following Steinhafel’s resignation, he and Target entered into an agreement
whereby he would continue to serve Target in an advisory capacity until August 2014.

Steinhafel was not a director or officer during this advisory period. Steinhafel currently serves
on the board of The Toro Company.

John J. Mulligan joined Target in 1996 as a financial analyst. Before starting his career
at Target, Mulligan received an undergraduate degree in electronics and electrical engineering
from the University of Wisconsin-Madison in 1988 and worked for Kimberly Clark as an
engineer and manager. Mulligan then obtained an M.B.A. from the Carlson School of
Management at the University of Minnesota in 1996. Mulligan subsequently joined Target,

where he held a variety of financial planning and analytical positions. Mulligan became Target’s
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Chief Financial Officer in 2012 and remained CFO until he was promoted to the newly-created
position of Chief Operating Officer, effective September 1, 2015. As Target’s CFO, Mulligan
was responsible for the Target Information Protection team (TIP), whose data security
responsibilities included implementing Target’s network security policies and procedures,
prioritizing security-related investments, and managing teams with various roles in Target’s
information security program. That team reported to the leader of Target’s Financial and Retail
Services business unit, who in turn reported to Mulligan. Mulligan also served as the interim
President and Chief Executive Officer from the time of Steinhafel’s resignation in May through
August 2014. Mulligan currently serves on the board of the McDonald’s Corporation.

Beth M. Jacob first joined Target in 1984 upon graduating from the University of
Minnesota with a degree in retail merchandising. Two years later, Jacob moved to what is now
Ameriprise Financial, Inc., where she worked in a variety of positions from 1986 to 2002. In
1989, while at Ameriprise, Jacob earned an M.B.A. from the Carlson School of Management. In
2002, Jacob left Ameriprise and began working for Target again. She held a variety of customer
service roles for the Company before being promoted to Senior Vice President and Chief
Information Officer (CIO) in 2008. As CIO, Jacob supervised Target Technology Services
(TTS), Target’s information technology function. TTS included the Security Operations
Center—which monitored Target’s network and responded to alerts—as well as a dedicated data
security team. In 2010, during her CIO tenure, Jacob was promoted to Executive Vice President
and, in 2011, gained the responsibility and title of the Head of Global Operations. Jacob
resigned from Target in March 2014, three months after the data breach. In 2015, she joined SPS
Commerce as Senior Vice President and Chief Customer Success Officer. Jacob currently serves

on the Twin Cities Habitat For Humanity Board of Directors.
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IV. Post-Breach Election of Directors

During the 2014 annual proxy sharcholder voting season, Institutional Shareholder
Services, Inc. (ISS), a proxy advisory firm, recommended voting against the re-election of
directors serving on Target’s Audit Committee and its Corporate Responsibility Committee
based on those two committees’ roles in risk oversight. These directors included Roxanne
Austin, Calvin Darden, Henrique De Castro, James Johnson, Mary Minnick, Anne Mulcahy, and
Derica Rice."

In response to the adverse ISS recommendations, the Board wrote a letter to Target’s
shareholders discussing the Board’s oversight practices and the Board’s recognition of the
importance of oversight responsibilities in data and cybersecurity. This letter was provided to
shareholders on June 2, 2014 as additional definitive proxy soliciting materials and Rule
14(a)(12) material. ISS maintained its recommendation to vote against the same directors.

Nevertheless, all of the nominee-directors were elected for an additional term to serve on
Target’s Board of Directors following the 2014 shareholders’ vote. The nominees received the

following votes:

Nominee For (%) Against (%)
Roxanne Austin 78.0 22.0
Douglas Baker 95.5 4.5

Calvin Darden 79.5 20.5
Henrique De Castro 81.0 19.0

" Before the 2014 vote, Solomon Trujillo, who served on the Corporate Responsibility
Committee, retired from the Board as required by the Corporate Governance Guidelines both
because five years had elapsed since retiring from active employment and because he had
reached his 20-year term limit.

21




CASE 0:14-cv-00203-PAM-JJK Document 62-2 Filed 05/06/16 Page 28 of 97

James Johnson 62.9 37.1
Mary Minnick 80.0 20.0
Anne Mulcahy 63.6 36.4
Derica Rice 80.3 19.7
Kenneth Salazar 97.1 2.9
John Stumpf 94.9 5.1

The next year, at the 2015 annual sharcholder meeting, all director nominees obtained
above 90 percent support and all of the nominees were again re-elected for an additional term.

The director nomninees received the following votes:

Nominee' For (%) Against (%)
Roxanne Austin 95.7 4.3
Douglas Baker 96.5 3.5
Brian Cornell 96.7 3.3
Calvin Darden 97.7 2.3
Henrique De Castro 98.7 1.3
Mary Minnick 98.8 1.2
Anne Mulcahy 94.0 6.0
Derica Rice 99.2 0.8
Kenneth Salazar 98.3 1.7
John Stumpf 96.3 3.7

12 James Johnson retired from the Board in accordance with Target’s mandatory
retirement policy and did not seek re-election.
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V. Related Litigation and Investigations

A. Private Litigation — Class Action Lawsuits

Over a hundred consumers brought actions against Target in response to the data breach.
In addition, a class of banks and other financial institutions that issued payment cards
compromised in the breach also filed suits. These lawsuits were brought in various jurisdictions
and were ultimately consolidated, along with the derivative cases discussed above, into a
multidistrict litigation (MDL) action for coordinated or consolidated pretrial proceedings in the
District of Minnesota.”? In the MDL, the cases were processed in three groups: two separate
national class actions—one on behalf of the consumers and the other on behalf of the financial
institutions—and the derivative cases. The Court appointed Karl Cambronne of Chestnut
Cambronne PA to serve as Coordinating Lead Counsel over the MDL litigation as a whole and
appointed lead counsel for each group of cases. The Court appointed Felipe J. Arroyo of
Robbins Arroyo LLP to serve as Lead Counsel in the derivative cases. In addition, the Court
appointed various liaison counsel and also executive and steering committees.

1. Federal Consumer Class Action

The consumer class contained 114 plaintiffs representing a class of Target customers
across the United States. The consumer plaintiffs filed a seven-count consolidated complaint on
August 25, 2014. The essence of their claims was that Target violated consumer protection laws
and data breach laws of various states and the District of Columbia, violated the Minnesota
Plastic Card Security Act, breached contracts on various grounds, and was unjustly enriched.

Target filed a motion to dismiss, which, on December 18, 2014, the Court granted in part

and denied in part.

B nre: T arget Corporation Customer Data Security Breach Litigation, 14-md-02522
(PAM)
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On March 9, 2015, the putative consumer class representatives and Target entered into a
settlement agreement. The settlement provided that Target pay $10 million to settle the claims of
class members and pay service awards to class representatives. The class members were defined
as “[a]ll persons in the United States whose credit or debit card information and/or whose
personal information was compromised as a result of the data breach that was first disclosed by
Target on December 19, 2013.”"

The court preliminarily approved the proposed settlement on March 19, 2015. Notices of
the proposed settlement were sent to more than 80 million identifiable members of the class and
a final approval hearing was set. Final approval was granted on November 17, 2015.

All claims have been submitted, and the claims process is now closed. Four objectors
appealed the settlement’s approval. Two appeals remain pending. The attorneys for the class
will receive, pending this appeal, $6.75 million for fees, costs, and expenses.

2. Federal Financial Institution Class Action and Card Assessments

Banks and financial institutions that issued the payment cards containing the information
stolen during the breach claimed that Target was responsible for losses they experienced.
Recompense was sought through two avenues: contractual card assessment procedures brought
by the card brands on the card-issuers’ behalf as well as the class action. The financial
institutions alleged that Target allowed the data breach by failing to adequately secure its
systems and consumer data and that Target should have more quickly discovered the intrusion
and thwarted the breach. They further claimed that the data breach caused them fraud losses,

costs to reissue cards, and increased customer service expenses.

14 Excluded from the class were Target officers and directors, the court, and consumers
who received notice and requested exclusion.
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Before the breach, Target had entered into contractual agreements with individual card
brands'” and agreed that (1) Target would comply with the Payment Card Industry Data Security
Standard (the “PCI DSS,” discussed in detail infira at Part VIII.A); and (2) in the event of a major
security breach, the card brands could fine Target if Target violated the substantive requirements
contained in the contracts—in particular, if Target did not comply with PCI DSS. When
assessed, these fines go into a fund that provides an alternative, non-judicial method to
compensate financial institutions for losses incurred from breaches. While the class action was
ongoing, the individual card brands were assessing Target’s systems and whether they thought
Target adhered to the requirements of the contracts.'®

During the assessment process and before resolution of the class case, in August 2015,
Target and Visa entered into a $67 million settlement. This amount included payments to Visa’s
tund as well as additional compensation. A financial institution accepting both payments
released its right to recover through the MDL. This process resolved a substantial portion of
Target’s exposure.

On December 1, 2015, Target entered into a preliminary settlement agreement with the
remaining financial institution class plaintiffs whose claims were not covered by the August
agreement. Under the December settlement, Target was to pay approximately $39 million with
approximately half going only to MasterCard issuers through MasterCard’s ADC recovery
program and approximately half going to the remaining class members, including banks who
issued Discover, American Express, and JCB cards. The maximum amount class plaintiffs may

seek for attorneys’ fees, costs, expenses, and service fees to the class representatives is $20

BE g., Visa, MasterCard, American Express, and Discover.

' Different card brands have similar but different such processes. For example, Visa’s
process is called the Global Compromised Account Recovery Program (GCAR) and
MasterCard’s process is called the Account Data Compromise (ADC) recovery program.
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million."” The Honorable Paul A. Magnuson preliminarily approved the December settlement on
December 2, 2015 and scheduled the final approval hearing for May 10, 2016.

B. Administrative Investigations

Multiple governmental agencies investigated or are investigating the breach, including
the Securities and Exchange Commission (SEC); the Federal Trade Commission (FTC); and a
joint investigation by multiple states’ attorneys general. In the second quarter of 2015, the
SEC’s Division of Enforcement Office notified Target by letter that the office had concluded its
investigation and did not intend to recommend that the SEC undertake an enforcement action
against Target with respect to the data breach.

C. Canadian Putative Class Action

In March 2014, Evan Zuckerman petitioned for a Canadian class action to be filed against
Target in the Province of Québec, District of Montréal. Zuckerman alleges that he, a Canadian,
shopped in Target stores in the United States using an American-issued credit card and suffered
damages from the breach.'® His claims are that Target did not have proper security measures and
protocols in place, that Target was negligent because it did not monitor its systems adequately,
that Target’s credit monitoring offer was inadequate, and that Target failed to promptly and
accurately notify all Canadian customers about the data breach. That action was dismissed in

Superior Court but reinstated by the Québec Court of Appeal.”

'7 Target can contest this amount, but has agreed not to appeal the trial court’s
determination so long as it does not exceed $20 million.

'8 Zuckerman v. Target, Judgment on Motion for Declinatory Exception and Subsidiarily
for Forum Non Conveniens, No. 500-06-000686-143, 2015 QCCS 1285 (CanLlII), Mar. 23, 2015
(J. Pinsonnault), available at http://canlii.ca/t/gh21w.

19 See Zuckerman v. Target, Judgment, No. 500-09-025191-156, 2015 QCCA 1809
(CanLlIl), Nov. 6, 2015 (JJ. Bich, Savard, Schrager), available at http://canlii.ca/t/gm01p.
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D. Congressional Committees

In the wake of the breach, congressional committees called hearings to investigate data
security and sought information from Target. Representatives from Target were asked to appear
at the hearings to testify about Target’s data breach. Target’s then CFO, John Mulligan,
appeared before three congressional committees. At each of the hearings listed below, Mulligan
provided written testimony to the respective committee, presented an opening statement, and

testified:>’

Date: Committee: Hearing Title:

February 4, 2014 Senate Committee on the Judiciary “Privacy in the Digital Age:
Preventing Data Breaches and
Combating Cybercrime”

February 5, 2014 House Committee on Energy and “Protecting Consumer
Commerce, Subcommittee on Information: Can Data Breaches
Commerce, Manufacturing, and Trade | be Prevented?”

March 26, 2014 Senate Committee on Commerce, “Protecting Personal Consumer
Science, & Transportation Information from Cyber Attack
and Data Breaches”

w2

Senators or representatives followed up with written questions to clarify the record.
Target provided written responses to questions requiring follow up. Various reports were
prepared for and as a result of these hearings.

In addition to Mr. Mulligan’s testimony at these separate congressional hearings, Target
provided information and requested documents to the House Committee on Oversight and

Government Reform.

20 Attached as Appendix D is the written testimony from each of the congressional
hearings.
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VI. The Special Litigation Committee

A. Establishment of the SLC

On June 11, 2014, in accordance with Minn. Stat. § 302A.241, Subd. 1, Target’s Board of
Directors established the SLC in response to the Demand. By resolution adopted on July 24,
2014, Target’s Board expanded the SL.C’s charge to include all the derivative suits and any
future actions that might be filed relating to the same subject matter. The Board appointed two
non-Target-Board members, the Honorable Kathleen A. Blatz and Professor John H. Matheson,
to the SLC and vested it with complete power and authority to investigate the allegations, claims,
and requests for relief; to determine whether and/or to what extent Target should pursue those
rights and remedies; and to respond to the litigation on behalf of the Board and the Company.

B. The SLC’s Members

Neither member of the SL.C had ever served on Target’s Board of Directors, been
employed by Target, or otherwise represented Target. As members of the Special Litigation
Committee of the Board, they do not attend regular meetings and have no duties with respect to
the operation of the business. The members of the SLC are solely tasked with executing the
duties set forth in the resolutions, which are investigating the claims, determining the best
interests of Target with respect to the Demand and derivative litigation, and responding on behalf
of Target. Neither member has any material personal, professional, familial, or financial ties
with Target or with any of the officers or directors named in the derivative actions or the

Demand.”!

2! Target Corporation has two c